
Actively Tested (Immediately as significant updates and samples are available) (80% or higher detection rate) Occasionally Tested (If many new samples or significant updates are available) (60 - 80% detection rate) Tested when the mood strikes (60% or lower detection rates) For Comparison, not 
an actual Antivirus

Excluded from future testing (read notes) Notes, comments, remarks, FAQ and everything else.

1 Malware Family (by year) # Malware Sample Type MD5 Hash Intego VirusBarrier 2013 10.7 Intego VirusBarrier X6 Avira 1.0.0.64 - 2.0.1.105 MacKeeper 2.5.1 - 2.8 (476) F-Secure 1.0 Avast 8.0 ESET 5.0 VirusBarrier Express 1.1.6 (79) Kaspersky Security 14 Dr Web 9.0.0 Webroot 8 Sophos 9 Comodo G Data AntiVirus for Mac Norton 12.6 (26) iAntivirus 1.1.4 (282) ProtectMac 1.3.2 - 1.4 eScan 5.5-7 Bitdefender (App Store) 2.21 BitDefender 2.30 - 3.0.6681 ClamXav 2.6.1 McAfee Internet Security for Mac* AVG AntiVirus for Mac Dr Web Light 6.0.6 (201207050) MacScan 2.9.4 X-Protect Panda Antivirus 1.6 Panda Antivirus 10.7.6 McAfee Endpoint Protection for 
Mac

Trend Micro Titanium 3.0 McAfee Security 1.2.0 (1549) Norton 11.1.1 (2) Trend Micro Smart Sur. 1.6.1101 McAfee VirusScan for Mac 8.6.1 FortiClient 5.0.6.131 Quick Heal Total Sec 1.0 McAfee Virex 7.7 (163) Magician 1.4.3 Vipre 1.0.51 Mac Malware Remover 1.1.6

2 Price -> $29.99 Current users only (Discontinued) Free $38.95 and up €29,99 Free $39.99 Free (App Store) $39.95 €26 $39.99 Free Free $49.99 Free $44.99 $29.95 Free $49.95 Free $79.99 (Consumer) Free Free (App Store or download) $39.99 OS X’s Built-in malware protection Current users only (Discontinued) $49.99 $153 for 3 Macs (Business) $29.95 (possible discount) $109.65 for 3 Macs (Business) As of $25 on Amazon Discontinued $55 Discontinued Free Discontinued Free

3 Country ( based in ) -> (Intego) USA (Intego) USA Germany USA Finland Czech Republic Slovakia (Intego) USA Russia Russia USA UK USA Germany (Symantec) USA (Symantec) USA UK India Romania Romania UK USA Russia USA Spain Spain USA Japan USA (Symantec) USA Japan USA USA India USA USA

4 On-Demand Clean-Up On-Demand Real-Time Clean-Up On-Demand Clean-Up On-Demand Real-Time Clean-Up On-Demand Real-Time Clean-Up On-Demand Real-Time Clean-Up On-Demand Real-Time Clean-Up On-Demand Clean-Up On-Demand Real-Time Clean-Up On-Demand Clean-Up On-Demand Real-Time Clean-Up On-Demand Real-Time Clean-Up On-Demand Clean-Up On-Demand Real-Time Clean-Up On-Demand Clean-Up On-Demand Real-Time Clean-Up

5 OSX/MW2004 (2004) 1 Application 4d09a08a15cfd36e6fcdeb7ec52c17fb Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes No No No

6 Renepo / Opener (2004) 1 Mach-O 80753666a54a8ae97bd6ed3a4e2f3702 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No

7 Renepo / Opener (2004) 2 Script ce89947d715751bc66185e24e0cfb533 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No Yes No No No

8 Renepo / Opener (2004) 3 Script e747abf717cd6627dde85e1da8c0585d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No

9 Renepo / Opener (2004) 4 Script abe2b2b8f214b1322f589804a6e300f4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No

10 Renepo / Opener (2004) 5 Script 3fd755673c2a43f0d3ffbdbc710df75a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes No No No

11 Renepo / Opener (2004) 6 Script 33757d80f452a3ce8f1b9515bc7decf5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

12 Renepo / Opener (2004) 7 Script a8e8c941fd63d6559d567b70a21f0e6f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes No No No

13 Renepo / Opener (2004) 8 Script ee46cec0aa5fbd68a21e469c23e84794 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes No Yes No No No

14 Renepo / Opener (2004) 9 Script f47c008838f4a7917dbcc601815288ef Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

15 Renepo / Opener (2004) 10 Script de479f6c77e388d2b91480066385e674 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes No Yes No No No

16 Renepo / Opener (2004) 11 Script 9d6150f9deac83c0b3be62e0e07a1526 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No

17 Renepo / Opener (2004) 12 Unknown 2f49d4ed817ee48ff97b3b8fdf96936e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes No No No

18 Renepo / Opener (2004) 13 Script 0b561739c26427731608ffdb70de470e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No No

19 Renepo / Opener (2004) 14 Archive 6c43feb97eb90d37dcdb9e8809e9c08d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

20 Unarchived contents (script) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes No No

21 Renepo / Opener (2004) 15 Archive 4d88ce2a44718703f5de06a26c26349a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes No No No

22 Unarchived contents (script) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes No No

23 Weapox (2005) 1 Executable 0754da510fa4c03acff9192131e86e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes No

24 Weapox (2005) 2 Mach-O f38c9e07b260e6a742ad369503e0a92f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes No No No

25 Weapox (2005) 3 Mach-O dff30f31686d91845c71b9f2672c20a9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes Yes No No No No No No

26 Weapox (2005) 4 Mach-O 5b14157f6a532322e9b11f1165a01617 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No No No No

27 Weapox (2005) 5 Code 1144cb8b116ad8b126398ecd221a3f67 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes No No No

28 Exploit.OSX.Safari (2006) 1 mov file 1c1981e0d9ee875bb981bb713d666489 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

29 Exploit.OSX.Safari (2006) 2 mov file fcc14199d2971a766251b3dab38a12a4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

30 Exploit.OSX.Safari (2006) 3 AppleDouble f9e5063b6dd5c88c6fc945c47bd4f96d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No Yes Yes Yes Yes No Yes No No No No

31 Inqtana (2006) 1 Mach-O 2c25908053ecc1474d2fb2c530ea5cfa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No Yes Yes No No Yes No No

32 Inqtana (2006) 2 Java 9900fdf2831852d7b3c76e9bb12164db Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

33 Inqtana (2006) 3 Plist ac6f6e10b0460616218d02b28e6f8aa2 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

34 Inqtana (2006) 4 Java 0b6763926aef60d45c97deec308ede05 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

35 Inqtana (2006) 5 A, B and C strains 52688782f6ce02b54bfe162e08125723 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

36 Leap (2006) 1 Mach-O 36fdd7f27cff53c797365ecbd12abada Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes No Yes No No No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

37 Leap (2006) 2 Mach-O 2865e10abed988ef6f2193e8d2fbc038 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

38 Macarena (2006) 1 Unknown 34a62a5510c45a798575ae1302778cd4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No Yes Yes Yes Yes No No No Yes No No No No No No No No

39 Macarena (2006) 2 Unknown b3ea53bd91c06503d2cf9e234bc90a00 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No Yes Yes Yes Yes No Yes No Yes No No No No No No No No

40 Macarena (2006) 3 Mach-O 25abab798be23e59f722ae423964a435 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes Yes No No No No No No No No No Yes Yes Yes Yes No No No No No No

41 OSX/Exploit-launchd (2006) 1 Script 13a2f9ebdfd96fc98950d310797e702d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No No No No No No No Yes Yes Yes Yes No Yes No Yes No No

42 OSX/Exploit-launchd (2006) 2 Script 2990ba1fab9e3005b4b41b9a2dbca344 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes No Yes No No No No

43 OSX/Exploit-launchd (2006) 3 Script 9367d81a2ee78d6b607a783e8d386df5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes No Yes No Yes No No

44 OSX/Exploit-launchd (2006) 4 Script bf3253eb8e06a5b5fc761d7bb95c9f2f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No No No No No No No Yes Yes Yes No No Yes No No No No

45 BadBunny (2007) 1 Unknown 5e6931b68040606a3d91a6746c9d13f7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No No No No

46 BadBunny (2007) 2 C+ 16d184a572a2774dd6150b1d22575121 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No No No No

47 BadBunny (2007) 3 File 988e30664daa85b5f42698cc8a619542 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes No Yes No Yes Yes Yes Yes Yes No No No No No

48 BadBunny (2007) 4 Plist a1d9d32b7636b0dde527d61250ec8686 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No No No No No

49 OSX/Dcom (2007) 1 Mach-O 8fb54c7c90fca990b6b0070dad733008 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes No No No

50 RSPlug / Jahlav / DNScha (2007) 1 Plugin 09fe0f23b2827e4a4e38cdedce7aeae4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

51 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

52 RSPlug / Jahlav / DNScha (2007) 2 Script 4ae59838d63d46748d539529e7ba05ab Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No No

53 RSPlug / Jahlav / DNScha (2007) 3 Script 56c680ad56da125bbc9c78f91905d729 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes User Yes Yes No Yes Yes Yes No No No No No No No

54 RSPlug / Jahlav / DNScha (2007) 4 Script 5a567561b5e3b79cd63c297b842ac07a Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No Yes Yes User Yes No No No Yes No No No No No No No No

55 RSPlug / Jahlav / DNScha (2007) 5 Script d41c619c3bf249bdfe5f93005aaed526 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No No No No No No No No Yes No No Yes No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

56 RSPlug / Jahlav / DNScha (2007) 6 Script fb79a75a6152ef47bbf88ae8544545cc Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes User Yes Yes Yes Yes Yes Yes No Yes No No Yes No No

57 RSPlug / Jahlav / DNScha (2007) 7 Script 5d0296bbe177024323b64ea9c896b012 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No No No No No No No No

58 RSPlug / Jahlav / DNScha (2007) 8 Script d7ddf72d17f889c2c5b302ac0a5fbdc5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes Yes Yes Yes No No No No No No

59 RSPlug / Jahlav / DNScha (2007) 9 Script 12f32eacbb3cd2c5623ee6976a51913a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

60 RSPlug / Jahlav / DNScha (2007) 10 Script 14fd2fc976209f5231065820bf15c9e9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

61 RSPlug / Jahlav / DNScha (2007) 11 Script 27a9d429c02afa2295e5116d0c51d2de Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

62 RSPlug / Jahlav / DNScha (2007) 12 Script 40ab4d3599412270d6495fcfd36973c5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

63 RSPlug / Jahlav / DNScha (2007) 13 Script 41a3c38acf57e12a8a55350b87728710 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

64 RSPlug / Jahlav / DNScha (2007) 14 Executable 332e27fd0824e0b6676fd2693cf5a67a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

65 RSPlug / Jahlav / DNScha (2007) 15 Script 6971414829cb496e4b972c46a56d5522 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

66 RSPlug / Jahlav / DNScha (2007) 16 Script c0ad5ed745ab8c3fc2c784816ea32735 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

67 RSPlug / Jahlav / DNScha (2007) 17 Executable c9d141b2643526acd0f6efa127b3017d Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

68 RSPlug / Jahlav / DNScha (2007) 18 Plugin fd4ca7b7714f031aeaafcbc54487807a Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

69 RSPlug / Jahlav / DNScha (2007) 19 DMG with Installer 692282f7a29093cef1e758bbe78d6cce Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

70 Disk image contents (.pkg) Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No

71 RSPlug / Jahlav / DNScha (2007) 20 Install pkg d106e7eaf129d7e2924181cf279ec43b Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

72 RSPlug / Jahlav / DNScha (2007) 21 Install pkg f1c11d17bd008504b9c92714de7b02b8 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

73 RSPlug / Jahlav / DNScha (2007) 22 Install pkg 56cb64220dc0248b57649ba1fc6956a1 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

74 RSPlug / Jahlav / DNScha (2007) 23 Application 0c485593b9ff0b73bc87146c80aabb13 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

75 RSPlug / Jahlav / DNScha (2007) 24 Script 448f0f0d612118d2445993846c867f65 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No

76 RSPlug / Jahlav / DNScha (2007) 25 Install pkg 0ada1a573b3ce4ec48e6d4b700713016 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

77 RSPlug / Jahlav / DNScha (2007) 26 Plugin 3a33d6b7bf27f44f597813ab29dc6b94 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes No No No

78 RSPlug / Jahlav / DNScha (2007) 27 Install pkg 0058d4afba8af433afc266c0b5120a48 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

79 RSPlug / Jahlav / DNScha (2007) 28 Install pkg 589bd5b743c9169f0b70116ed7b3339e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes No No No

80 RSPlug / Jahlav / DNScha (2007) 29 Install pkg 5291beb71cba2c5779119bff7a10abdb Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

81 RSPlug / Jahlav / DNScha (2007) 30 Install pkg fae432c0b8b0add6d44dbc7ea61bcd50 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes No No No

82 RSPlug / Jahlav / DNScha (2007) 31 Script 4f31242261cb5c729c4587f6bccf757c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No No No Yes Yes User Yes No No No Yes No No

83 Hovdy / AsTHT (2008) 1 C+ fed713cac7012d25f60b236e6ddcf513 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No

84 Hovdy / AsTHT (2008) 2 C+ 72d1c1abf98021dca30795e5fad8e18c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes No Yes No No

85 Hovdy / AsTHT (2008) 3 C+ d5d6228d5e9ee84f971bd842d042f6c6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No No Yes No No No No Yes Yes Yes Yes Yes No Yes No No

86 Hovdy / AsTHT (2008) 4 Text file d60a448834b27ac906d07e4420ea5408 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes No No No No No

87 Lamzev (2008) 1 Mach-O 20df95e057ceb98c77bd6a985451f33d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes No No No No

88 Lamzev (2008) 2 Documents 1af27ee2d196b8eccedf3762e3a16c01 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No No No No Yes No Yes Yes Yes Yes No Yes No No No

89 Imunizator / MacSweeper (2008) 1 Mach-O 4df94421c173d94f62a4138ab1b4028f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

90 Imunizator / MacSweeper (2008) 2 Application ec5dd0b3ea79816df169ade0a33ec3df Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No

91 Imunizator / MacSweeper (2008) 3 Mach-O 4df94421c173d94f62a4138ab1b4028f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

92 Imunizator / MacSweeper (2008) 4 Mach-O 9c4fa88c639e4a072a330b990f9d6695 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes No No No No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No

93 Imunizator / MacSweeper (2008) 5 Mach-O 54bd586c6cd4f9e8952251862d4b12fb Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes No No No No Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No

94 Imunizator / MacSweeper (2008) 6 Mach-O 927cfc79088bf4e8611209a7cacdda98 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No No

95 Imunizator / MacSweeper (2008) 7 Mach-O 4836cc480796386ed6929c38e5aad525 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

96 Imunizator / MacSweeper (2008) 8 DMG Disk Image ae26d4575a9435cb6ede32522a0da1e4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes No No No No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes No No No No No No No No

97 Disk image contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No Yes No No No No Yes Yes Yes No No

98 Imunizator / MacSweeper (2008) 9 Archive bac67dcace732e3679ab536c0b3635f9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes No No No No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes No No No No No No No No

99 Imunizator / MacSweeper (2008) 10 MP3 e1431db65ded110f718a1f438e2918db Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes No Yes Yes Yes No Yes No No No No Yes Yes Yes No Yes No Yes Yes No No No No No No No No

100 Milw0rm / Exploit.VLC.A (2008) 1 Script 514cf39c2f8246376bc50c1f5ebe15e7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No

101 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

102 PokerStealer / Corpref (2008) 1 Script 3b8224db1b5c325c6ac4587a528a5490 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

103 PokerStealer / Corpref (2008) 2 Script df464de7a6eb04feb95504d74f7505da Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No

104 PokerStealer / Corpref (2008) 3 Script 95872b0bdf3577438e05278bc4a6d3f0 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No Yes Yes No No Yes Yes Yes No No Yes No No No No

105 PokerStealer / Corpref (2008) 4 Script 8c602a423655f92bd41019dd75a61ed9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

106 Baoba (2009) 1 Application 1c73ecbfe785cc6f1200c2b4106c19fc Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes User Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No No No No No No Yes Yes No Yes Yes Yes Yes Yes No No No No No No No No No No No No

107 iWorm (2009) 1 Mach-O 046af36454af538fa024fbdbaf582a49 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

108 iWorm (2009) 2 Mach-O 4c9e7ee7c0f5c19c68b45ca6c81f8d62 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No Yes No No No No

109 iWorm (2009) 3 Mach-O 795bac47e9530367a990c869a86cddad Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

110 iWorm (2009) 4 Mach-O e34ba325f3eeb8df07a09ee9fbf1071d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

111 LoseLose (2009) 1 Archive .zip 1b4fe0dc562ae0b8fb6f51104187e733 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No

112 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No Yes No No Yes Yes Yes Yes Yes No No

113 Tored (2009) 1 Mach-O 9754ac8f19a2a73e72503032c3444b05 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes No Yes Yes Yes No No No

114 Tored (2009) 2 Mach-O 53a0a8d3b2ca335a3d685b13ddbd1205 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No No No No No Yes Yes Yes No No No No No No

115 Tored (2009) 3 Mach-O ea92be824d73f33ad76593d3a9afa231 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No No No No No Yes Yes Yes No No No No No No

116 OSX/Soundban / Smid (2009) 1 Java c55660dd5c2335bc7100ad74ed02e7fb Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes No No No No No Yes Yes User No No Yes Yes Yes Yes Yes No Yes No No No

117 Boonana / Koobface (2010) 1 Executable 7ae2bd88618f90de02dc48f8cd0df6dc Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No

118 Boonana / Koobface (2010) 2 Mach-O bce515b38e2051c0914323e49ff95376 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

119 Boonana / Koobface (2010) 3 Executable 5a277e8ffa0a8f73a62ce94ec335e640 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes Yes No No Yes No No Yes No

120 Boonana / Koobface (2010) 4 Plist a0a55d40fea0964297e15e154ec6b05c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

121 Boonana / Koobface (2010) 5 Script a5aa2b08ba30757770a93af9ff818d91 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No Yes Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

122 Boonana / Koobface (2010) 6 Java 1f502138221fe37d4a4d824aac2f635d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes No Yes No No No No

123 Boonana / Koobface (2010) 7 Java 6de626db2972fa8f470263314afffac5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

124 Boonana / Koobface (2010) 8 Java 09e5cc1cf67c35232fd15a8dc91d5279 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No No No

125 Boonana / Koobface (2010) 9 Java 36a00754b20e62ee8acab3d8fb87861a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes No Yes No No No No

126 Boonana / Koobface (2010) 10 Java ac3782d4fac4c2064adf3742393bf567 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes No Yes No No No No

127 Boonana / Koobface (2010) 11 Java d70b00df80613ed96c7bd0d6e1129ad7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes No Yes No No No No

128 HellRTS / HellRaiser / Pinhead (2010) 1 Mach-O 547070bfa4ab9f4d466a5c60787ac93a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No No No No No No Yes No

129 HellRTS / HellRaiser / Pinhead (2010) 2 Mach-O c2c0be528358265c2aaae684a07df198 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes No No No No No Yes Yes Yes Yes No Yes Yes Yes No Yes No Yes No No

130 HellRTS / HellRaiser / Pinhead (2010) 3 Archive (zip) ca74984601287459afb7b39ebebdd394 Yes Yes Yes No Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes

131 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes

132 HellRTS / HellRaiser / Pinhead (2010) 4 Mach-O f1ad75aeb4b4c2883df2221c8804da2a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No Yes Yes Yes Yes Yes

133 OpinionSpy (2010) 1 Application 1cae757de485f85d158a7485c6b1153f Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes No No No No Yes No Yes Yes Yes No Yes Yes No No No No No No No No

134 OpinionSpy (2010) 2 Executable 6dcd8cf9009621ad7b00ff8dde0c1040 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

135 OpinionSpy (2010) 3 Application 612c3e81bd87f6e96321496338b5a116 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

136 OpinionSpy (2010) 4 Application c98ae54f4be1082b4e82548d7511077e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

137 OpinionSpy (2010) 5 Application cc33c95c59372afca60a0552a58d0ef8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

138 OpinionSpy (2010) 6 Java ea3e8106c9b36ae11ad26e7da1d389ce Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes No No No Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No Yes No No No Yes Yes No No No No Yes Yes Yes No Yes No Yes No No No No No No No No No

139 OpinionSpy (2010) 7 Mach-O 7bc5fa5af510311402af2c3d557b6f0f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes Yes No Yes No No No No

140 DevilRobber / Miner (2011) 1 Script 417369b713f1a5f3a3dc0daf76bdcfd6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

141 DevilRobber / Miner (2011) 2 Script cc206dc7cd5c067aa230bc029f28a92d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

142 DevilRobber / Miner (2011) 3 Script ee2ba586232007fa41703eb120ac7408 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

143 DevilRobber / Miner (2011) 4 Script 08974e487d96edbdf806e7f94409c25b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No No No No

144 DevilRobber / Miner (2011) 5 Mach-O 52999be4a941ea13ce81a35d772e5615 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes No No No

145 DevilRobber / Miner (2011) 6 Mach-O f8ebf03e88928ebf91a8420e3d5993fe Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No

146 Flashback (2011) 1 Mach-O 4d8f71eb64867f4c8fba325ec5d17497 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

147 Flashback (2011) 2 Mach-O 7daaaa7f79e515f8b49d3aa1ceb7219c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

148 Flashback (2011) 3 Mach-O 7f6f1158eb0665baf045c8f1de1d1fa7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

149 Flashback (2011) 4 Install pkg 9fcfe8ef92f51f1c29a26e1516ef7003 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

150 Flashback (2011) 5 Executable 41c83679afa0b1e370108f3d0b7e130e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

151 Flashback (2011) 6 Mach-O 57f49dbd71458efe78450cc6863dbf8a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

152 Flashback (2011) 7 Mach-O 81d2ff3f92c7a940f4de6e39c0453e81 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes No No No Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

153 Flashback (2011) 8 Mach-O 434c675b67ab088c87c27c7b0bc8ecc2 Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

154 Flashback (2011) 9 Archive .zip 3752aef2a96eb41ba4fed08c53f6b930 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

155 Unarchived contents (script) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No

156 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

157 Flashback (2011) 10 Mach-O 401951db4ecd352236d97c85ce7c643d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

158 Flashback (2011) 11 Mach-O 681880a4782cad0d55a0ff174e57bd3c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

159 Flashback (2011) 12 Mach-O 5951904db2ceca72d24c8e9eb5691f77 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes No Yes Yes No Yes No No No No No No

160 Flashback (2011) 13 Mach-O abc8bd0d0faf61a510af64c9cfe2ad24 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

161 Flashback (2011) 14 Mach-O b75db5f524d8435926901c37a86383b4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

162 Flashback (2011) 15 Mach-O c898cde665db8d62fea634c28e284139 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No

163 Flashback (2011) 16 Install pkg c2819c3c183bbf7547cf76c6a004ea15 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

164 Flashback (2011) 17 Mach-O d03dc017313eb04918075b58c6e61f38 Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

165 Flashback (2011) 18 Mach-O d844038109a081272e1544ab0846740b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

166 Flashback (2011) 19 Mach-O f1cebb71e869da09ed596bec01a5cdd5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes No No No Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

167 Flashback (2011) 20 Executable 042ae1e734967251b18b0654e7eeeca8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

168 Imuler / Revir (2011) 1 Mach-O 2d84bfbae1f1b7ab0fc1ca9dd372d35e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes No No

169 Imuler / Revir (2011) 2 Mach-O 7dba3a178662e7ff904d12f260f0fff3 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No No

170 Imuler / Revir (2011) 3 Mach-O 9ccc685f4d95403848ca24d9b8003b5b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

171 Imuler / Revir (2011) 4 Mach-O 9d2462920fdaed5e360875fb0cf8274f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

172 Imuler / Revir (2011) 5 3 Applications 9e34256ded3a2ead43f7a51b9f197937 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes No No

173 Imuler / Revir (2011) 6 Mach-O 22b1af87dc75a69804bcfe3f230d8c9d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

174 Imuler / Revir (2011) 7 Mach-O 82d8c9cdd6bdc4fce295fbc274cc3434 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No Yes No No No No

175 Imuler / Revir (2011) 8 Mach-O 69650f4692adf50f588146ffc5db6284 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

176 Imuler / Revir (2011) 9 Mach-O 390208b186cf0a60c5d6a4ce1907e48a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

177 Imuler / Revir (2011) 10 Mach-O d829a6b9c258b617e69e4b3f6b1c8b1a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes No No No No No No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

178 Imuler / Revir (2011) 11 Mach-O db6524173ff36c0103256a61fc408ddd Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

179 Imuler / Revir (2011) 12 Mach-O e00a280ad29440dcaab42ad093bcaafd Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No No

180 Imuler / Revir (2011) 13 Mach-O fe4aefe0a416192a1a6916f8fc1ce484 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

181 MacDefender / Protector etc (2011) 1 Mach-O 21f3ae0c1e440d9688865167234aeed5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

182 MacDefender / Protector etc (2011) 2 Application 502a090d17f6368fb2421238e7f87bbe Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes No No No Yes Yes No No No Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes No No No No No

183 MacDefender / Protector etc (2011) 3 Mach-O 739bbb83ba1b41246d3aa59eb062e492 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

184 MacDefender / Protector etc (2011) 4 Install pkg 5291e6ea358876f4a7e841d0fab4eb72 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

185 MacDefender / Protector etc (2011) 5 Application 10446fb396c54c2055d9a2f0759b5acb Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

186 MacDefender / Protector etc (2011) 6 Application be3040c13156bf6687ae8b8318ff88f2 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No No No

187 MacDefender / Protector etc (2011) 7 Mach-O c785daff57a4c9049042f6bda2669961 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

188 MacDefender / Protector etc (2011) 8 Install pkg 1b8012d3559fb35c60ec4aad41dbaaa6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

189 MacDefender / Protector etc (2011) 9 Application 49b591d808ee2a37bb084f3701e9a829 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

190 MacDefender / Protector etc (2011) 10 Application 851758fd058ef4d0ee45194d39f6900f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

191 MacDefender / Protector etc (2011) 11 Install pkg 4790f1ea8c6770c96cbb36d74dafa119 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

192 MacDefender / Protector etc (2011) 12 Application 601077358d1ce08c00d32fde9545acef Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

193 MacDefender / Protector etc (2011) 13 Application 1703a8e35d8b19ad01cdac1b5901337c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

194 MacDefender / Protector etc (2011) 14 Install pkg b2356c47afd9c8940329e19a42351b50 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

195 MacDefender / Protector etc (2011) 15 Install pkg 7b83b61b762978abbaec17d9de7ccabc Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes Yes Yes No No No Yes No No No No No No No No

196 Musminim / BlackHole (2011) 1 Mach-O 5e11f41e2256c39bb27152eb20bd5cc3 Yes Yes Yes Yes Yes No No No No No Yes No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No No No No No No No No No No No No Yes No No No No No No No No No No Yes Yes Yes Yes No No No No No No No No No No No No

197 Musminim / BlackHole (2011) 2 Mach-O c515ff803017b8cb633345faed758498 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes No No No Yes Yes No No No No No No No No No No No No Yes No No No No No No No No No No Yes Yes Yes Yes No No No No No No No No No No No No

198 Musminim / BlackHole (2011) 3 Mach-O e1c061c5c8d54b61537c563faa62f11f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No No No Yes No Yes No No No No No No Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No No No No No No No No No No

199 Musminim / BlackHole (2011) 4 Installer 7fe6703fe0350f8a2615220c8eb66261 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No No No No No

200 Musminim / BlackHole (2011) 5 Mach-O e18db866f09e786ecaaf57c84c6f486d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No

201 Tsunami / Kaiten (2011) 1 Mach-O 3ecd2cf623d983adcd9e175eeefe38df Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

202 Tsunami / Kaiten (2011) 2 Mach-O debb03ea54bfe8e6262a1582ebba7420 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes No Yes No

203 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

204 Crisis / Morcut / DaVinci (2012) 1 Mach-O 1b22e4324f4089a166aae691dff2e636 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes Yes No No No Yes No No No No No Yes Yes Yes Yes No No No Yes No No No No No No No No

205 Crisis / Morcut / DaVinci (2012) 2 Mach-O 04bbda5b11fa0fd3c767caf4719d6a4d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

206 Crisis / Morcut / DaVinci (2012) 3 Mach-O 6f055150861d8d6e145e9aca65f92822 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

207 Crisis / Morcut / DaVinci (2012) 4 Mach-O 42c112036e319ed8df0f55c7f4c0da85 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

208 Crisis / Morcut / DaVinci (2012) 5 Mach-O 59fe83e0ae12e085e0fa301ecca6776f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

209 Crisis / Morcut / DaVinci (2012) 6 Executable 46523a1af354777b0adc6ed6fedf8d79 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

210 Crisis / Morcut / DaVinci (2012) 7 Mach-O acec5f00057d3ec94849511f3eddcb91 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

211 Crisis / Morcut / DaVinci (2012) 8 Mach-O faab883598c8c379acfd0b9dccc93d0c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

212 Dockster / Maljava (2012) 1 Java 5415777db44c8d808ee3a9af94d2a4a7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No

213 Dockster / Maljava (2012) 2 Mach-O 1aba8219d6b35a23dd883db86f79838e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

214 Dockster / Maljava (2012) 3 Mach-O 39ad835c616a3167d50f57503176b60d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

215 Dockster / Maljava (2012) 4 Mach-O c6ca5071907a9b6e34e1c99413dcd142 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

216 Dockster / Maljava (2012) 5 Java 4990b31ddc3163e6162973b1d1cc314d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No Yes Yes No No No No No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No

217 FkCodec / Codec-M (2012) 1 Mach-O 74812c7b6e0a55347284abfa7d5670bf Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No No No No No No No No No No

218 FkCodec / Codec-M (2012) 2 Extension 1c5ae9f1dd9fe6f506eaabd382925ca8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

219 FkCodec / Codec-M (2012) 3 Application bef3fba4899f7f27ed013e4420d50319 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes Yes No No No Yes No No No No No No No No

220 FkCodec / Codec-M (2012) 4 Application b4ece10d1e706b87b065523a654d48a7 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No No No No No No No No

221 FkCodec / Codec-M (2012) 5 Mach-O 49028f24e40f8b4dba5ab4d584c9d298 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes No No No No No No

222 FkCodec / Codec-M (2012) 6 Mach-O 3425243bd2f51df426b17298b0e00250 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No

223 FkCodec / Codec-M (2012) 7 Installer e9c1bedd546652b29d7a2ed258685189 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No No No No

224 GetShell (2012) 1 Install pkg 3d8fc2f65df2bd4429667b885275e700 Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes No Yes Yes No No No Yes No No No No No No No No

225 GetShell (2012) 2 Mach-O 5d04d430c2e6e8037d8e997783202b95 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No No No No No No No

226 GetShell (2012) 3 Mach-O 6e5df1a4e4f165c0c496f5758b0bcd63 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No

227 GetShell (2012) 4 Mach-O 620da7c565fe69e16ef1bea70afb14a3 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes No No No No No No No No No No Yes Yes Yes Yes No No No Yes No No No No No No No No

228 GetShell (2012) 5 Mach-O 19463d2994ccb352989c9a442d4cd6a6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

229 GetShell (2012) 6 Mach-O 68078cbd1a34eb7be8a044287f05cce4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

230 GetShell (2012) 7 Script ac99ace403d31c7079c938f9b0fd0895 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

231 GetShell (2012) 8 Mach-O acc2b4a595939f17f7d07de2cf75cdc8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

232 GetShell (2012) 9 Mach-O e432e9c6b1bdd9e6223884fbf986cb39 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

233 GetShell (2012) 10 Mach-O e731821b3c1e24197a76f5ce46114f52 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

234 GetShell (2012) 11 Mach-O f68ace39766f3e5184d3e9441c34b95d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

235 Jacksbot (2012) 1 Java f8645f237411cb237fdf3091940d9813 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No Yes No No No No Yes Yes Yes Yes Yes No Yes No No No Yes No No No No No

236 Jacksbot (2012) 2 Java 5c181e7608a99fcf1839dd5fb50b31e9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No Yes No No No No No Yes Yes Yes No No Yes Yes Yes No Yes No Yes No No No Yes No No No No No

237 MacControl (2012) 1 Mach-O 0b4bb665a4c9bd59bd2b70f8a81393e3 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

238 MacControl (2012) 2 Mach-O 4f138650600923b6abceeb3f165f27c5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

239 MacControl (2012) 3 Mach-O 7bcdd1e241dd37d10ccbafddd066b31f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes No No No No Yes Yes Yes Yes Yes No Yes Yes No No No No No No No No

240 MacControl (2012) 4 Mach-O 96ab0dfa84514c7bf0f2ec303c92bdb3 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

241 MacControl (2012) 5 Mach-O 7193f0b9dcc9a2332f96419677d07e2d Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

242 MacControl (2012) 6 Mach-O a3de84800f0ea5ae987db88912261129 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

243 MacControl (2012) 7 Mach-O b8b6dac747bbccbf1e2bfa66dd9511bc Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

244 MacControl (2012) 8 Mach-O de9e0007acac8c0356f6e435aab5b8e4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes No Yes No Yes Yes No No Yes No No No No

245 MacControl (2012) 9 Mach-O e88027e4bfc69b9d29caef6bae0238e8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No

246 NetWeird (2012) 1 Mach-O 50d4f0da2e38874e417bd13b59f4c067 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

247 NetWeird (2012) 2 Mach-O a91012e1727cbd7db9a5dce65b4859c9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

248 NetWeird (2012) 3 Mach-O b56ad86a4bacef92ef46d36eabef6467 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

249 NetWeird (2012) 4 Mach-O c3b48db40cf810cb63bf36262b7c5b19 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

250 NetWeird (2012) 5 Mach-O d048f7ae2d244a264e58af67b1a20db0 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

251 NetWeird (2012) 6 Archive 4db0ffbbdbfc7d565cdf0e8b40740f64 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes No No No No No No Yes Yes Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

252 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No Yes Yes No No No No No No Yes Yes Yes No Yes Yes Yes No No

253 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

254 Olyx / SabPab / Lamadai (2012) 1 Mach-O 78f9bc441727544ebdc8374da4a48d3f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

255 Olyx / SabPab / Lamadai (2012) 2 Mach-O 7c8aae866157a4c804a9f90a174723c4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

256 Olyx / SabPab / Lamadai (2012) 3 Mach-O 93a9b55bb66d0ff80676232818d5952f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No

257 Olyx / SabPab / Lamadai (2012) 4 Mach-O 3aacd24db6804515b992147924ed3811 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

258 Olyx / SabPab / Lamadai (2012) 5 Mach-O 40c8786a4887a763d8f3e5243724d1c9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No No No No

259 Olyx / SabPab / Lamadai (2012) 6 Mach-O 46c8ca78af43012388936345336d203b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes No No No No

260 SMSSend (2012) 1 Mach-O 59085a026f138b8658c96e0dfd4d96f5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

261 SMSSend (2012) 2 Mach-O 193113f99f447c9451ff573ccb5d508a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

262 SMSSend (2012) 3 Mach-O a4af38285fc6c0684dd8448e3fa904e9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes Yes No Yes No Yes Yes No No No No No No No

263 SMSSend (2012) 4 Mach-O bd3c91a2acd82f212be7dde2dd22c112 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes Yes No No No Yes No No No No No No No No

264 SMSSend (2012) 5 Install pkg 6483d551bfff72ef2c2d278753df37c6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes Yes No No No No No No No No

265 SMSSend (2012) 6 Mach-O / Java 799de1a3402ef0c7688110eb70824984 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No Yes No No No No No No No No

266 Rubilyn (2012) 1 Archive .zip 4e8726f077ff7d1b0a761ab15d4d8bc9 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes No No No

267 Unarchived contents (kernel ext.) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes No No

268 Rubilyn (2012) 2 Archive .zip f3e2d7aa11262adea9aa59e384064d35 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes No No No

269 Unarchived contents (kernel ext.) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes No No

270 Rubilyn (2012) 3 Archive .zip 33102898e02eb66cfc1a8f832472bf9e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No No No

271 Unarchived contents (kernel ext.) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes No No

272 CallMe / CVE-2009-0563 (2013) 1 Document f4cbfe4f2ddf3f599984cf6d01c1b781 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

273 CallMe / CVE-2009-0563 (2013) 2 Mach-O 544539ea546e88ff462814ba96afef1a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes No Yes No No No No No No No

274 CallMe / CVE-2009-0563 (2013) 3 Mach-O b0959599d224d9e3bc04b52f47385d21 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No No No No No Yes Yes Yes Yes No No No No No No No No No No No No

275 CallMe / CVE-2009-0563 (2013) 4 Mach-O dc18505b7d606c542b1cf3cb01db9d35 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No No No Yes No Yes Yes Yes Yes No No No No No No No No No No No No

276 CallMe / CVE-2009-0563 (2013) 5 Document 1ce3c4a8907a242250d366586711cbdc Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No No No Yes No

277 CallMe / CVE-2009-0563 (2013) 6 Document 9df16d20fcf402b32358da2ad7b0b670 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes No Yes No

278 CallMe / CVE-2009-0563 (2013) 7 Mach-O 156df1a26b731acad87308a336930aea Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No Yes Yes Yes No Yes Yes Yes No No No No No No

279 CallMe / CVE-2009-0563 (2013) 8 Document 2655ce603e7ba58a1caaf4046c1d28af Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No No No Yes No

280 Pintsized (2013) 1 Mach-O 0ec55685affc322a5d7be2e9ca1f9cbf Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No

281 Pintsized (2013) 2 XML .cupsd 7fe4149b82516ae43938de6b8316ed84 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

282 Pintsized (2013) 3 XML d3f151b246deb74890c612606c6ad044 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

283 Pintsized (2013) 4 XML 2e35b9a683ccc2408fef5ca575abf0e6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

284 Pintsized (2013) 5 XML 34cee92669e0c60a9dbafae7319f49db Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

285 Pintsized (2013) 6 XML f419dfb35a0d220c4c53c4a087c91d5e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No

286 KitM / FileSteal (2013) 1 Mach-O f9fabd1637d190e0e0a5c117c71921fc Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes No Yes Yes Yes No No No No No No

287 KitM / FileSteal (2013) 2 Application 95a232dc1efd4f6b6e779790250a2bf6 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No

288 KitM / FileSteal (2013) 3 Mach-O d43dec59fa8e6629ff46ae9e56f698d8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes No Yes Yes No Yes No No No No No No

289 KitM / FileSteal (2013) 4 Application 947573f0c2701f46961224b95f846f54 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No No No No

290 KitM / FileSteal (2013) 5 Mach-O b3d49091875de190f200110c2f2032d4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes No No No No No No No No

291 KitM / FileSteal (2013) 6 Mach-O 2e5345da904bba1c116b818fc9d5ab8f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No Yes No No No No No No No No

292 KitM / FileSteal (2013) 7 Mach-O 39faa22eb9d6b750ec345efcb38189f5 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes No Yes Yes No Yes No No No No No No

293 KitM / FileSteal (2013) 8 Application 9ffbd877d6e8fd68127b84a075bdc62d Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes Yes No No No No No No No No No No No No No

294 KitM / FileSteal (2013) 9 Application 28e92f1be9a74ea7a0f7a776d976ee76 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No No No No

295 KitM / FileSteal (2013) 10 Mach-O 7505197b6b30d5800ffdc4427576780c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No No

296 KitM / FileSteal (2013) 11 Mach-O e11c6ca1e3515a5e977dc9175cdb229a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes No No No

297 KitM / FileSteal (2013) 12 Mach-O 6b06baec43171a3f1c6ac9c3fb143a06 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No Yes Yes Yes No Yes Yes Yes Yes No No No No No No

298 KitM / FileSteal (2013) 13 Mach-O d19b484a31b6cbe1b9b41cb6046e0172 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes No No No

299 KitM / FileSteal (2013) 14 Archive .zip 58cc4dce7ada15f3ef79f94e089d1839 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes No No No

300 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No Yes No Yes Yes Yes No Yes Yes Yes No No

301 KitM / FileSteal (2013) 15 Mach-O 3aa9c558d4d5f1b2a6d3ce47aa26315f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No Yes No No No No

302 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

303 Janicab (2013) 1 Python 64e788f1599196e23b628466cac3f909 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes No No

304 Janicab (2013) 2 Python 4c1b513b551bb27195d533c444004802 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No Yes No No No No Yes Yes Yes No Yes Yes Yes No No

305 Janicab (2013) 3 Python d85bd548decc7866ffd083329e23af8c Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes No No

306 Janicab (2013) 4 Application (and .zip) 74bbce425ea052bfb79cc66c2ffd0719 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes No No

307 Leverage (2013) 1 Archive (.rar) f3a63b8795088a336c607afc62afc88f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No Yes No

308 Unarchived contents Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes No No

309 Leverage (2013) 2 Mach-O c425d2be8b4af733a44ec1518f182be8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No No No

310 Leverage (2013) 3 Archive (.zip) 6a36379b1da8919c1462f62deee666be Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes No No No No

311 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No

312 Leverage (2013) 4 Archive (.zip) 7cb5b683d13bd9933720da0c4c8d55d0 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes No No No No

313 Unarchived contents Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes No No

314 Leverage (2013) 5 Archive (.zip) b469fec90e4e44d582e404567afd4470 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No No No

315 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No

316 Leverage (2013) 6 Archive (.zip) 1070259918a0adc426c3aecd03a3eede Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No No No

317 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No Yes Yes Yes Yes No No

318 IceFog (2013) 1 Mach-O 615dd792093191e9fc975132a2db409a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No No No Yes Yes Yes No No No No

319 IceFog (2013) 2 Archive .rar 0c00fab74df1e203d07c1078ed65b8e8 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes No No Yes Yes Yes No No No No Yes No Yes Yes Yes No No No No

320 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes No Yes Yes Yes No No

321 IceFog (2013) 3 Mach-O b4249f9b49a9a177b4d2f4439373029a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No Yes Yes Yes No No No No

322 IceFog (2013) 4 Archive .zip db070fa8afc500821fe0139410cdc40f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No No No

323 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No

324 IceFog (2013) 5 Mach-O cf1815491d41202eb8647341a8695e1e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No No No Yes Yes Yes No No No No

325 IceFog (2013) 6 Mach-O 9f422bb6c00bb46fbfa3918ae3e9447a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No No No Yes Yes Yes No No No No

326 IceFog (2013) 7 Archive .zip 59e30929bd6286904cde7723dcc7355e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No No No

327 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No

328 IceFog (2013) 8 Archive .zip 126c6b7f5be186fd48bb975f7e59385e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No No No

329 Unarchived contents (application) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No

330 IceFog (2013) 9 Mach-O 615dd792093191e9fc975132a2db409a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No

331 ClickAgent (Fake Flash) (2013) 1 Safari Extension 34833f066e688f6c893eb1caf1557616 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No No No No No No No No No Yes No Yes Yes Yes No No No No No No

332 Crisis.B (2013) 1 Mach-O (Dropper) a32e073132ae0439daca9c82b8119009 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes No No No No No No No No No No No Yes Yes Yes No No

333 EICAR Test File 1 Text eicar Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes No

334

335 Potentially Unwanted Applications Adware, Spyware, Keyloggers etc.

336 Okaz / ChatZum (2013) 1 Install pkg (VLC) ca4b5b21bf434df66f947bc874af2125 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No No No Yes No No No No No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No No No No No No No No

337 Okaz / ChatZum (2013) 2 Install pkg (UnrarX) e0fb1a464afba91fdead2fc25135fa73 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No No No No No No No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No

338 Okaz / ChatZum (2013) 3 Script 4d32c8fb4960e381f0fc2118891c1083c Yes Yes Yes Yes Yes No No No No Yes Yes User Yes Yes Yes Yes No Yes Yes Yes No No No No No No No No Yes Yes User No No No No No No No No No No No No No No No No No Yes Yes Yes Yes No No No No No No No No No No No No

339 Okaz / ChatZum (2013) 4 Directory bbb690c7e304dc074bc80a22f7da9357 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No No No No No No No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No Yes No No No No No No

340 Okaz / ChatZum / Nation (2013) 5 Install .pkg (and .dmg) 3aa9d0d96ee2202deda7d923e5e2b9ab Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes Yes No No No No No No No No No Yes No Yes Yes Yes No No No No No No

341 Okaz / ChatZum (2013) 6 Install .pkg (and .dmg) a90409809617bbd2655ae7174c2017ce Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No No No No No No No No No Yes Yes Yes No Yes Yes Yes Yes No No No No No No

342 Okaz / ChatZum (2013) 7 Safari Extension and misc d679d0dc24b3dbf86bc91dc043ee2866 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No No No No No No No No No No Yes Yes Yes No Yes Yes Yes No No No No No No

343 Okaz / ChatZum (2013) 8 Mach-O 57a4eb15caa4fcc0a8f6afbbd66c4859 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No

344 Okaz / ChatZum (2013) 9 Mach-O 487e5cd581587d63783cdd356de9cf24 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes Yes No No

345 Yontoo (2013) 1 Installer 2fff51ee884231bbff73632ab3a08368 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes Yes No No Yes No No No

346 Yontoo (2013) 2 Installer abb6a1298d3fe3ab0287b618f625ce15 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes No No Yes No No No

347 Yontoo (2013) 3 Binary files b3d5b5d025f4a580d0943a39305a4736 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes No

348 Yontoo (2013) 4 Archive and Installer 6896a0462a3692d06a3ee738d508e07b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No Yes No No No No No No No Yes Yes Yes No Yes Yes Yes No No No No

349 Yontoo (2013) 5 Archive and Unix executable 889c6f6495a9541da8e09adbac2f3c3a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes No No Yes No

350 Yontoo (2013) 6 Archive and Unix executable 399f8dfcb5e5b80f6b8f7856aa310621 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No Yes Yes Yes No No Yes No

351 Yontoo (2013) 7 Mach-O b59a8a69e19867d277516a9c1fd0481e Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes No No Yes Yes Yes No No No No

352 Yontoo (2013) 8 Archive and Installer 9100e1f9e5df6d256dffaef3584e85a1 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No

353 Yontoo (2013) 9 Archive and Installer 5751db7342ec1f8a79bf259af259b1a0 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No Yes No No No No No No No Yes Yes Yes No Yes Yes Yes No No No No

354 Yontoo (2013) 10 Archive and Installer fd88e23768458f03cf5b77938b27fce4 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes Yes Yes No No No Yes No No No No No No No Yes Yes Yes No Yes Yes Yes No No No No

355 Yontoo (2013) 11 Mach-O 16accb0abc051d667640b1ee4ff3a7a1 Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No Yes Yes Yes Yes Yes No No Yes Yes Yes No No Yes Yes Yes No No

356 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

357 Genieo (2013) 1 Installer (and .dmg) 856674274661ce3883045b1431cabf1f Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No No No

358 Genieo (2013) 2 Installer (and .dmg) b8ff132e930e43e4dcc2f653987105e2 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No Yes No No No No No No No Yes No Yes Yes Yes No No No No No No

359 Genieo (2013) 3 Installer (and .dmg) b762d61cc958b721af18def6566bcfd1 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No No No

360 Genieo (2013) 4 Installer (and .dmg) 5a278d346529449b0f9572fe658f0b35 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

361 Genieo (2013) 5 Installer (and .dmg) c222c9ba10cfc90ca017e8ef22730a88 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

362 Genieo (2013) 6 Installer (and .dmg) b49b32df737ec674d58a21c0ff5188fa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes User No No No No

363 Genieo (2013) 7 Installer (and .dmg) ba3da25b3cff1ed3ac756b59f021a444 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

364 Genieo (2013) 8 Installer (and .dmg) e078a04216b45bafe3b6ce3102eb8a4a Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

365 Genieo (2013) 9 Installer (and .dmg) cd51c1e74b30bac1c71a28d665073e0b Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

366 Genieo (2013) 10 Installer (and .dmg) 443c637853a19f8cac7cde32aa1bb7be Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No

367 Gophoto.it (2013) 11 Archive and app/installer 85fcd13e45554b002e86b4fd57323896 Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No

368 Aobo Keylogger 1 archive 3a6cdc21c4623f19700fb1bb2d4fc949 Yes Yes No No No No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes No No No Yes No No No No No No No No No No No No

369 Aobo Keylogger 2 archive 127809831555a89c440eb73a328eb299 Yes Yes No No No No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No Yes No No No No No No No No No No No No

370 Aobo Keylogger 3 archive b70ae555d08242a449218bb1412b48b4 Yes Yes Yes No Yes Yes Yes No No Yes No User Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes No No No No No No No No No No No Yes Yes Yes No Yes No Yes Yes No No No No No No No No No No No No

371 Aobo Keylogger 4 Application f7fb8d045bb3d02aabfd2c25f58e92e6 Yes Yes Yes Yes Yes Yes Yes No No Yes Yes User Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No

372 Aobo Keylogger 5 Mach-O 362d5ddb3924c625589b42030b66ca69 Yes Yes Yes Yes Yes Yes Yes No No Yes Yes User No No No Yes Yes Yes No No Yes Yes Yes No No No No No No No Yes Yes Yes No No

373 OS X Keylogger 1 Mach-O 4f3baf54bf0fe2cb481654769cf3204d Yes Yes Yes Yes Yes Yes Yes No No Yes Yes User No No No No No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No No No Yes No Yes Yes Yes Yes No No No No No No No No No No No No

374

375 339 Samples 339/339 (100%) 337/339 (99.4%) 333/339 (98.2%) 328/339 (96.8%) 328/339 (96.8%) 327/339 (96.5%) 327/339 (96.5%) 325/339 (95.9%) 325/339 (95.9%) 319/339 (94.1%) 308/330 (93.3%) 315/339 (92.6%) 299/339 (88.2%) 263/339 (77.6%) 231/330 (70%) 230/330 (69.7%) 219/330 (66.5%) 212/330 (64.2%) 211/330 (63.9%) 211/330 (63.9%) 205/330 (62.1%) 198/330 (60%) 200/339 (59%) 166/330 (50.3%) 28/330 (8.5%) 21/330 (6.4%) 328/330 (99.4%) 262/306 (85.6%) 182/332 (54.8%) 177/303 (58.4%) 182/332 (54.8%) 182/211 127/211 100/211 39/330 (11.8%) 46/270 (17%) 7/211 7/330 (2.1%) 4/211 0/211

376

377 Updated on: Jan 7, 2014 Updated on: Jan 7, 2014 Updated on: Jan 7, 2014 Updated on: Jan 7, 2014 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Nov 19, 2013 Updated on: Jan 10, 2014 Updated on: Jan 10, 2014 Updated on: Jan 11, 2014 Updated on: Nov 18, 2013 Updated on: Nov 18, 2013 Updated on: Nov 18, 2013 Updated on: Nov 18, 2013 Updated on: Nov 18, 2013 Updated on: Nov 18, 2013 Updated on: Nov 19, 2013 Updated on: Nov 19, 2013 Updated on: Dec 12, 2013 Updated on: Nov 19, 2013 Updated on: Nov 19, 2013 Updated on: Nov 18, 2013 Updated on: Nov 21, 2013 Updated on: Nov 21, 2013

378 Tested since version 10.7.7 (759) Tested since version 10.6.17 Tested since version 1.0.0.64 Tested since version 2.5.1 (304) Tested since version 0.1.11361 Tested since version 7 (38501) Tested since version 5.0.110.0 Defs: Latest on 1/9/14 (12/31/13) Tested since version 13.0.2.458 Tested since version 6.0.3 (201204200) Tested since version 8.0.3.182:104 Tested since version 8.0.14C Tested since version 1.1.214829.106 Tested since version 2.30 (2.30.5095) Tested since version 12.5 (59) Tested since version 1.1.4 (282) Tested since version 1.3.2 Tested since version 5.5-7 Version 2.21 (2.21.4959) Tested since version 2.30 (2.30.5075) Tested since version 2.3.6 (274) Tested since version 1.6.0.0 (1126) Tested since version: 1 Tested since version 6.0.6 (201207050) Tested since version 2.9.4 Tested since version 1.4 (72) Panda has been replaced by and/or Current version 2.0.0 (Eval) Tested since version 2.0.1279 Version: 9.2.0 (4692) Tested since version 5.0.4.116 Downloaded and tested on August Tested since version 1.4.3

379 Current version: 10.7.8 (775) Current version: 10.6.21 Current version: 2.0.1.105 Current version 2.8.1 (502) Current version 1.0 build 12533 Current version: 8.0 (40005) Current version: 5.0.115.0 Current version 14.0.1.46 Current Version 9.0.0 (201309110) Current version 8.0.5.66:126 Current version: 9.0.6 Current version 1.1.214829.106 Current version: 2.30 (2.30.5095) Current version 12.6 (26) Current version 1.1.4 (282) Current version 1.4 Current version 5.5-7 Current version 2.21 (2.21.4959) Current version 3.0.7135 Current version 2.6.1 (304) Current version 3.0.0.0 (1544) Current version: 1 Current version 6.0.6 (201205230) Current version 2.9.4 Current version 1.6 (75) merged with Intego. The look of the DAT: 7225.0 Current version 3.0.1187 Engine: 5400.1158 Current version 5.0.6.131 23rd, 2013. The trial version does Current version 1.4.8

380 Defs: 1/7/14 Defs: 1/7/14 VDF: 7.11.28.174 - 7.11.108.198 Database: 2014-01-09_02 Defs: 14011000 Database: 9276 (20140110) Defs: 1/10/14 Defs: Latest on 1/10/14 3:39PM Engine: 3.43.10 - 3.48.0 Database: 687 - 905 Defs: SKU: 21183199 Defs: 3/28/13 (on 11/18/13) Database: 19/11/2013 00:43 Defs: Could not locate Intel 10.6 - 10.8 Engine: 5400.1158 - 5600.1067 Defs: Unable to see. Latest at time of testing. Records: 4707429 Engine: 2.9.4 This is the previous version of Panda before it became application, use of definitions and Same malware scanner as all other DAT Version: 7090.0000 Engine: 5.147 not allow updates so out of the box

381 Engine: 8.2.10.54 - 8.2.12.132 (Dec 5) No license available at this time, trial did not Threat data: 4.89 - 4.96 latest at time of scan 11/18/13 10.5 version (2.5.1) and App Store DAT Version: 7089 - 7264.0 Update 11/19/13 Spyware: 2013016 - Nov 1, 2013 an Intego Virusbarrier clone 10.7.6. Looks like even the naturally the scan results are iden- McAfee products tested. DAT Date: 5/29/13 AV Sigs: 20.849 it ran 5 month old definitions.

382 Due to it’s poor logging and notification capabilities an work. Have not received license yet, testing can Protection: 6152577 - struggles with .jar files No button or way to update the defs. These products use the same database. While results were slightly version (2.3.6) have not been tested. DAT Date: 11/19/13 Blacklist: 2013011 - Nov 1, 2013 older version is using the Intego database so results tical. At twice the price and with fea- Only scan results were updated. Version: 1.0

383 on-access test would have taken too long. The feature (Jan 10) Have not received license yet, testing can not Older versions (for older OS X versions and PPC) read So users are stuck with a very old different  in the past they are now identical in sample detection. All versions use the same definitions *AKA (seriously, lost track of all versions) are, as expected, identical. This version too is now tures missing that VirusBarrier does IceFog is no longer detected.

384 is available though. resume. from the same database, results are identical. virus definition database. Trace detection still shows the App Store version performs better. database so the detection results - McAfee Endpoint Protection for Mac 2.1.0 excluded from future testing as a test license can not have, this product became pretty

385 Verified by tests. are the same. - McAfee VirusScan for Mac 9.6 be obtained and it is getting harder and harder to use much useless.

386 Traces Found (On-Demand Scan only): (online sources and virus scan results combined, indication, not complete) this version in a trial mode.

387 /Applications

388 (part of Okaz / Chatzum) /Applications/ChatZumUninstaller.pkg Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes Yes User No No Yes Yes No No No No No No No No No No No No No No No No No No Yes Yes Yes Yes No No No No No No No No No

389 (part of Okaz / Chatzum) /Applications/Nation Toolbar Uninstaller.pkg Yes Yes Yes Yes No No No No No No No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No

390 (part of FkCodec / Codec-M) /Applications/Codec-M.app Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes No No No Yes No No No No No Yes Yes Yes No No No No No No No No

391 (part of FkCodec / Codec-M) /Applications/Codec-M Installer.app Yes User Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No No Yes Yes No No Yes User No

392 (part of FkCodec / Codec-M) /Applications/Codec-M Uninstaller.app Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No Yes No No No No No Yes Yes No

393 (part of Imunizator / MacSweeper) /Applications/Imunizator.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes No No Yes Yes Yes No Yes No No No No No No

394 (part of Imunizator / MacSweeper) /Applications/MacSweeper.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No Yes Yes Yes No No Yes User Yes Yes Yes Yes No Yes No No No

395 (part of MacDefender / Protector) Applications/mdDownloader.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No Yes Yes Yes No No Yes No No No No No No

396 (part of MacDefender / Protector) /Applications/MacProtector.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes No No No No

397 (part of MacDefender / Protector) /Applications/MacSecurity.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes No

398 (part of MacDefender / Protector) /Applications/MacDefender.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User No

399 (part of MacDefender / Protector) /Applications/avRunner.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes No

400 (part of MacDefender / Protector) /Applications/dShield.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No

401 (part of MacDefender / Protector) /Applications/spavid.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes No

402 (part of Imuler / Revir) /Applications/DSC08387.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No Yes Yes No Yes Yes Yes No Yes Yes No No

403 (part of Imuler / Revir) /Applications/DSC08511.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No Yes Yes No Yes Yes Yes No Yes Yes No No

404 (part of Imuler / Revir) /Applications/DSC08381.app Yes User Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No Yes Yes No Yes Yes Yes No Yes Yes No No

405 (part of Musminim/BlackHole) /Applications/.JavaUpdater Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No No No No Yes Yes No No No No No No

406 (part of Genieo) /Applications/Uninstall Genieo.app Yes User Yes Yes No No No No No No No No No No Yes Yes Yes Yes No No No No Yes Yes No No No No No No No No No No No No No No No No Yes User No No No No

407 (part of Genieo) /Applications/Genieo.app Yes User Yes Yes No No No No Yes User Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes Yes No No No No No No No No No No No No No No No No Yes Yes No No No No

408 (part of KitM / FileSteal) /Applications/Interview_Venue_and_Questions.app Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No Yes No No No Yes Yes Yes Yes Yes No Yes Yes Yes Yes No No

409 (part of KitM / FileSteal) /Applications/macs.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No Yes Yes Yes Yes Yes No Yes Yes No

410 (part of SMSsend) /Applications/Golosa v kontakte.app Yes User Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes No No No No

411 (part of Aobo Keylogger) /Applications/Abk.app Yes User Yes Yes Yes Yes No No Yes User Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No Yes Yes No Yes Yes User No

412

413 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

414 /Library

415 (part of Okaz / Chatzum) /Library/ Application Support/SIMBL/Plugins/SafariOmnibar.bundle Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes No No Yes User Yes Yes No No No No No No No No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No No No No No

416 (part of Okaz / Chatzum) /Library/Internet Plug-Ins/zako.plugin Yes Yes Yes Yes Yes User Yes Yes Yes User Yes Yes Yes Yes Yes User Yes Yes Yes Yes No No No No No No No No No No No No No No No No No No Yes No Yes Yes Yes No No No No No No No No

417 (part of Okaz / Chatzum) /Library/Internet Plug-Ins/uid.plist Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No No No No

418 (part of Okaz / Chatzum) /Library/ScriptingAdditions/SIMBL.osax Yes Yes Yes Yes Yes User Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

419 (part of Okaz / Chatzum) /Library/LaunchAgents/net.culater.SIMBL.Agent.plist No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

420 (part of FkCodec / Codec-M) /Library/LaunchAgents/com.codecm.uploader.plist Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No Yes User No No No No No No No No No No No No No No No No Yes No Yes Yes No No No No No No No No No

421 (part of MacDefender / Protector) /Library/Receipts/mdinstall.pkg Yes User Yes Yes No No No No No No No No No No Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No No No

422 (part of MacDefender / Protector) /Library/Receipts/Ispavid.pkg Yes User Yes Yes No No No No No No Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes User Yes No No No No No No No No

423 (part of MacDefender / Protector) /Library/Receipts/macProtectorInstallerProgramPostFlight.pkg Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No Yes Yes No No No No No No No No No No No No No No No No No No Yes Yes Yes No No No No No No No No

424 (part of MacDefender / Protector) /Library/Receipts/macprotector.pkg Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No

425 (part of FkCodec / Codec-M) /Library/Internet Plug-Ins/SafariPatched.safariextension Yes Yes Yes Yes No No No No Yes User Yes Yes No No No No No No No No No No Yes Yes Yes Yes No No No No No No No No No No No No Yes No No No No No No No No No

426 (Part of ClickAgent) /Library/Internet Plug-Ins/flash.safariextension Yes Yes Yes Yes No No No No Yes User Yes Yes No No No No No No No No No No Yes Yes No No No No Yes No No No No No No No No No Yes No No No No No No No No No

427 (Part of RSPlug / Jahlav) /Library/Internet Plug-Ins/AdobeFlash Yes User Yes Yes Yes User Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No

428 (Part of RSPlug / Jahlav) /Library/Internet Plug-Ins/Mozillaplug.plugin Yes Yes Yes Yes No No No No Yes User No No No No Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No Yes Yes Yes No No No No

429 (Part of Genieo) /Library/LaunchAgents/com.genieoinnovation.macextension.plist Yes Yes Yes Yes No No No No No No No No No No Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

430 (Part of Genieo) /Library/LaunchDeamons/com.genieoinnovation.macextension.client.plist Yes Yes Yes Yes No No No No No No No No No No Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

431 (Part of Genieo) /Library/Frameworks/GenieoExtra.framework Yes Yes Yes Yes No No No No Yes User No No No No Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

432 (Part of Genieo) /Library/PrivilegedHelperTools/com.genieoinnovation.macextension.client Yes Yes Yes Yes No No No No Yes User No No No No Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

433 (Part of Leverage) /Library/LaunchAgents/UserEvent.System.plist Yes Yes Yes Yes No No No No Yes Yes No No No No No No No No No No No No Yes Yes No No No No No No No Yes No No No No No No No No Yes Yes No No No No No

434 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/WaAvsmZW.EMb Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No Yes Yes No

435 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/hFSGY5ih.rfU Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No Yes Yes No No No No No No No No No No No No No No No No No No Yes Yes No

436 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/0T4Nn2U0.tze Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No Yes Yes No

437 (Part of Crisis.B) /Library/Scripting Additions/UIServerEvents/Contents/MacOS/0T4Nn2U0.tze Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No Yes Yes No

438 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/5KusPre5.vAl Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No Yes Yes No

439 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/Contents/Resources/9uW_anE9.cIL.kext Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No Yes Yes No

440 (Part of Crisis.B) /Library/Preferences/2Md1ctl2/q45tyh Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No

441 (Part of Crisis.B) /Library/LaunchAgents/com.apple.UIServerLogin.plist Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No

442

443 /User

444 (part of Okaz / Chatzum) /Users/[USER NAME]/Library/Safari/Extensions/ChatZumBar.safariextz Yes Yes Yes Yes No No No No Yes User Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No No No No

445 (Part of Okaz / Chatzum) /Users/[USER NAME]/Library/Safari/Extensions/NationBar.safariextz Yes Yes Yes Yes No No No No Yes User No No No No Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

446 (part of FkCodec / Codec-M) /Users/[USER NAME]/Library/Safari/Extensions/codec-M.safariextz Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No No No No

447 (part of FkCodec / Codec-M) /Users/[USER NAME]/Library/Application Support/Codec-M/codecm_uploader Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No Yes No No No No No Yes Yes No No No No No No No No No

448 (part of FkCodec / Codec-M) /Users/[USER NAME]/Library/Internet Plug-Ins/SafariPatched.safariextension Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes User Yes Yes No No Yes No No No No No No No No No Yes No Yes Yes No No No No No No

449 (part of FkCodec / Codec-M) /Users/[USER NAME]/Library/LaunchAgents/com.codecm.uploader.plist Yes Yes Yes Yes No No No No No No No No No No Yes User No No No No No No No No No No No No Yes No No No No No No No No No No No Yes Yes No No No No

450 (part of Imuler / Revir) /Users/[USER NAME]/Library/LaunchAgents/ScheduledSync Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes Yes Yes Yes No No Yes Yes No Yes Yes Yes No No No No Yes No Yes Yes No No Yes No No No No No No

451 (Part of Yontoo) /Users/[USER NAME]/Library/Safari/Extensions/torrenthandler.safariextz Yes Yes Yes Yes No No No No No No Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No No No No No No No Yes No No No No No No No No No Yes Yes No No No No No No

452 (Part of Crisis / Morkut / DaVinci) /Users/[USER NAME]/Library/Preferences/jlc3V7we.app Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes No Yes Yes Yes No No Yes Yes No Yes No Yes No Yes No

453 (Part of Leverage) /Users/Shared/UserEvent.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No No Yes Yes No No No No No

454 (part of ClickAgent) /Users/[USER NAME]/Library/Internet Plug-Ins/flash.safariextension Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes User No No No No Yes No No No No No No No No No Yes No Yes Yes No No No No

455 (part of Inqtana) /Users/[USER NAME]/Library/LaunchAgents/com.pwned.plist Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No Yes Yes No No Yes Yes No

456 (part of Inqtana) /Users/com.pwned.plist Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No Yes Yes Yes User Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No No No No No Yes Yes No

457 (part of Boonana) /Users/[USER NAME]/Library/LaunchAgents/jnana.plist Yes Yes Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes No No No No Yes Yes Yes Yes No No No No No No No No Yes No No No No No No No Yes Yes No

458 (Part of IceFog) /Users/[USER NAME]/.launchd.app Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes Yes No No No No No No Yes Yes No No No No

459 (Part of gophoto.it) /Users/[USER NAME]/Library/Safari/Extensions/GoPhoto.it.safariextz Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No No No No No No No No No No No No

460 (Part of Aobo Keylogger) /Users/[USER NAME]/Library/.A_o_b_o/Abk.app Yes Yes Yes Yes No No No No Yes User Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes No No No No Yes Yes

461

462 Intego VirusBarrier 2013 Intego VirusBarrier X6 Avira MacKeeper F-Secure Avast ESET VirusBarrier Express Kaspersky Security Dr Web Webroot Sophos Comodo G Data AntiVirus for Mac Norton 12 iAntivirus ProtectMac eScan BitDefender (App Store) BitDefender ClamXav McAfee Internet Security for Mac AVG AntiVirus for Mac Dr Web Light MacScan X-Protect Panda Antivirus 1.6 Panda Antivirus McAfee E P for Mac Trend Micro Titanium McAfee Security Norton 11 Trend Micro Smart Surfing McAfee VirusScan for Mac FortiClient Quick Heal Total Security McAfee Virex Magician Vipre Mac Malware Remover 1.1.6

463 /private

464 (part of Okaz / Chatzum) /private/tmp/chrome_installer.py Yes Yes Yes Yes No No No No Yes User No No No No Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

465 (part of Okaz / Chatzum) /private/tmp/Chrome.crx Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

466 (part of Okaz / Chatzum) /private/tmp/Postinstall_Postupgrade.py Yes Yes Yes Yes No No No No Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No Yes Yes No No No No No No No No No No No No No

467 (part of Okaz / Chatzum) /private/tmp/report.sh Yes Yes Yes Yes No No No No Yes User Yes Yes Yes Yes Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

468 (part of Okaz / Chatzum) /private/tmp/chatzum.xpi Yes Yes Yes Yes No No No No No No Yes Yes No No Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No No

469 (part of Okaz / Chatzum) /private/tmp/moveit.sh Yes Yes Yes Yes No No No No Yes User No No Yes Yes Yes Yes No No No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No No No

470 (part of Okaz / Chatzum / Nation) /private/tmp/nation.xpi Yes Yes Yes Yes No No No No Yes User No No No No Yes Yes No No No No No No No No No No No No

471 (part of Imuler / Revir) /private/tmp/Spotlight Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No No No No No No No No No No No No No No No No No No No No

472 (part of OpinionSpy) /private/tmp/poinstaller Yes Yes Yes Yes Yes Yes Yes Yes Yes User Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No Yes User Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No No

473 (Part of Yontoo) /private/etc/launchd.conf Yes Yes Yes Yes No No No No No No No No No No Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

474 (Part of Yontoo) /private/var/tmp/torrenthandler.crx Yes Yes Yes Yes No No No No No No No No No No Yes Yes No No Yes Yes No No No No No No No No No No Yes No No No No No No No Yes No Yes Yes No No No No No No

475 (Part of Yontoo) /private/var/tmp/gophotoit.crx Yes Yes Yes Yes No No No No No No Yes Yes No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

476 (Part of Genieo) /private/tmp/Genieo/InstallGenieo.app Yes User Yes Yes No No No No Yes User No No No No Yes Yes No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No

477

478 /usr

479 (part of GetShell) /usr/bin/mac1 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes No Yes Yes Yes No No No No No No No No No No No No

480 (Part of Genieo) /usr/lib/libgenkit.dylib Yes Yes Yes Yes No No No No Yes Yes No No Yes Yes Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

481 (Part of Genieo) /usr/lib/libgenkitsa.dylib Yes Yes Yes Yes No No No No Yes Yes No No Yes Yes Yes User No No No No No No No No No No No No No No No No No No No No No No No No Yes Yes No No No No No No

482

39 Applications tested 83/84 traces found 83/84 traces found 36/84 traces found 34/84 traces found 54/84 traces found 54/84 traces found 50/84 traces found 76/84 traces found 41/84 traces found 47/84 traces found 33/80 traces found 47/84 traces found 36/84 traces found 27/84 traces found 23/80 traces found 21/80 traces found 24/80 traces found 20/80 traces found 19/80 traces found 14/80 traces found 20/80 traces found 14/80 traces found 22/85 traces found 18/80 traces found 9/80 traces found 0/80 traces detected 59/80 traces found 10/55 traces found 10/64 traces found 11/53 traces found 10/64 traces found Unable to test in VM Unable to test in VM Unable to test in VM 3/64 traces found 5 traces found Unable to test in VM 3/80 traces found 0/34 traces found 0/34 traces found
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About the applications excluded from future testing 
This list has a mix of applications that are discontinued, do not run properly on major versions of OS X, perform extremely poor and/or have multiple 
versions. If a company has multiple applications that all perform the same there is no need to list them all. McAfee is a good example of this and since 
October 2013 so is Panda, their 10.7.x version is now a VirusBarrier clone with the same functions and results.
!
Discontinued applications that may still be in use by people and perform poorly are also excluded with the strong recommendation to those users to 
upgrade to a newer version of that product or move on to a different brand. Discontinued applications that may still be in use by people and perform 
well are still tested and listed. 
 
Some applications in this list have no business calling themselves anti-virus/malware but were tested just to show users how poorly they perform. 
After these one time tests they are excluded from future testing until the vendor contacts us asking for a re-test or we hear the vendor has significantly 
improved their product.
!
Samples marked in grey were acquired after the testing of these applications stopped. 
 
About XProtect 
XProtect is a list of blocked files and plug-ins that is maintained by Apple. Even though this is not an antivirus or antimalware application, just a 
blacklist called on by OS X when a file is opened, I included it to show that in the majority of the cases OS X does not protect you. Even in the few 
cases where a piece of malware is blocked, it usually takes Apple several weeks to block it, leaving users plenty of time to get infected.  !
About the trace files 
This list is compiled of several things. Online documentation and detection results of each AV product. It is not complete but it shows how efficient a 
scanner is. Detecting malware samples is fairly easy as they are all in one folder, all the AV scanner has to do is compare the files to their signature 
database. Thoroughly scanning an operating system and finding malicious files hidden is a whole other story. Infected users will not have a sample set 
sitting in their downloads folder, they will actually have malicious files hidden in various places. Finding and deleting a malicious app doesn’t do you 
any good if there is a script in your startup items folder that will just re-download and install it next time you start your Mac, for example. So while the 
detection of samples gives us an indication of how well vendors stay current on the latest threats, the trace detection shows how well the scanner 
performs. You want a good sample detection rate ánd a good trace detection rate. 
!
Clean-Up 
These results show how well an AV can cure/repair/delete (clean) infected files for you. 
Green = Infection cleaned 
Orange = Detected, pointed out but unable to clean and/or pointed out but user has to clean manually. 
Red = Not detected, not pointed out. 
 
Is there a favorite? 
The favorite AV product is the one consistently showing good results and having a similar history. I’m not paid or sponsored by any of these 
companies/products and do not let the results be influenced by other factors. For example; MacKeeper is a product with a very shady past and to this 
day I would not recommend it (though a re-test is in order some day). However when it comes to just the malware detection it performs quite well so it 
is in the list ranked where it deserves to be. Any vendors reading this that feel like sending me some cash are more than welcome to but it will not 
affect the testing or results in any way :) 
 
Purchasing/installing AV products based on this test 
While this test is a good indication how an AV product performs at the time of testing, this can change over night. By adding more samples a product 
that showed 90% detection can suddenly show way less if the new samples are not detected. Those that have been following this test for a while will 
see that applications like Sophos and Avast have been first place several times but suddenly found themselves ranking 5th or 6th place as well. If you 
plan on basing your purchase/install on this test I recommend downloading earlier PDF’s to look for trends. Applications that have always performed 
well are likely to keep doing so. Applications that are all over the place may not. Previous versions of this PDF can be found on the webpage this file 
was downloaded from: http://securityspread.com/detection-rate-results/
!
Is this all the malware that exists? 
These are all the major malware families but there are many, many more samples out there that I did not include in this test. I didn’t feel it necessary to 
have 30 samples of each malware family as that would be overkill and make this PDF way to big. New samples are added periodically if I find out they 
are seen in the wild more often and/or are important to the test. In general each family has enough samples in this test for you to see if a product can 
detect it or not. For example; if a product does not detect most or all of the samples in this test, it’s a fair assumption the other 50 samples of that 
same family will not be detected either. 
 
Always have the most up to date version of this PDF 
A widget on the front page of the website shows you exactly when the last update was. If there were significant changes there will be a post on the 
front page as well. Look for this box: 
 
 !!!!!!!!!!!!!!!
Comments or feedback 
If there is something unclear about this test or if you have comments or suggestions feel free to reach out using the contact form on the website. I 
usually respond quickly.


