Malware Family (by year)

OSX/MW2004 (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)

Renepo / Opener (2004)
Weapox (2005)

Weapox (2005)

Weapox (2005)

Weapox (2005)

Weapox (2005)

Tetracycle (2005)
Exploit.OSX.Safari (2006)
Exploit.OSX.Safari (2006)
Exploit.OSX.Safari (2006)
Ingtana (2006)

Ingtana (2006)

Ingtana (2006)

Ingtana (2006)

Ingtana (2006)

Leap (2006)

Leap (2006)

Macarena (2006)

Macarena (2006)

Macarena (2006)
OSX/Exploit-launchd (2006)
OSX/Exploit-launchd (2006)
OSX/Exploit-launchd (2006)
OSX/Exploit-launchd (2006)
BadBunny (2007)

BadBunny (2007)

BadBunny (2007)

BadBunny (2007)

OSX/Dcom (2007)

RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPlug / Jahlav / DNScha (2007)
RSPIlug / Jahlav / DNScha (2007)
Hovdy / AsTHT (2008)

Lamzev (2008)

Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
Imunizator / MacSweeper (2008)
MilwOrm / Exploit.VLC.A (2008)
PokerStealer / Corpref (2008)
PokerStealer / Corpref (2008)
PokerStealer / Corpref (2008)
PokerStealer / Corpref (2008)
Baoba (2009)

iWorm (2009)

iWorm (2009)

iWorm (2009)

iWorm (2009)

Tored (2009)

OSX/Soundban / Smid (2009)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
Boonana / Koobface (2010)
HellRTS / HellRaiser / Pinhead (2010)
OpinionSpy (2010)

OpinionSpy (2010)

OpinionSpy (2010)

OpinionSpy (2010)

OpinionSpy (2010)

OpinionSpy (2010)

OpinionSpy (2010)

DevilRobber / Miner (2011)
DevilRobber / Miner (2011)
DevilRobber / Miner (2011)
DevilRobber / Miner (2011)
DevilRobber / Miner (2011)
Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Flashback (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)

Imuler / Revir (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
MacDefender / Protector etc (2011)
Musminim / BlackHole (2011)
Musminim / BlackHole (2011)
Musminim / BlackHole (2011)
Tsunami / Kaiten (2011)
Tsunami / Kaiten (2011)

Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Crisis / Morcut / DaVinci (2012)
Dockster / Maljava (2012)
Dockster / Maljava (2012)
Dockster / Maljava (2012)
Dockster / Maljava (2012)
Dockster / Maljava (2012)
FkCodec / Codec-M (2012)
FkCodec / Codec-M (2012)
FkCodec / Codec-M (2012)
FkCodec / Codec-M (2012)
GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

GetShell (2012)

Jacksbot (2012)

Jacksbot (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

MacControl (2012)

NetWeird (2012)

NetWeird (2012)

NetWeird (2012)

NetWeird (2012)

NetWeird (2012)

NetWeird (2012)

Olyx / SabPab / Lamadai (2012)
Olyx / SabPab / Lamadai (2012)
Olyx / SabPab / Lamadai (2012)
Olyx / SabPab / Lamadai (2012)
Olyx / SabPab / Lamadai (2012)
Olyx / SabPab / Lamadai (2012)
SMSSend (2012)

SMSSend (2012)

SMSSend (2012)

SMSSend (2012)

SMSSend (2012)

SMSSend (2012)

CallMe / CVE-2009-0563 (2013)
CallMe / CVE-2009-0563 (2013)
CallMe / CVE-2009-0563 (2013)
CallMe / CVE-2009-0563 (2013)
Okaz / ChatZum (2013)

Okaz / ChatZum (2013)

Okaz / ChatZum (2013) ()

Okaz / ChatZum (2013)
Pintsized (2013)

Pintsized (2013)

Pintsized (2013)

Pintsized (2013)

Pintsized (2013)

Pintsized (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

KitM / FileSteal (2013)

Linux Cdorked (2013)

Linux Cdorked (2013)

EICAR Test File

Aobo Keylogger

Aobo Keylogger

Aobo Keylogger

Aobo Keylogger

OS X Keylogger
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Malware Sample Type

Application
Mach-O
Script
Script
Script
Script
Script
Script
Script
Script
Script
Script
Unknown
Script
Archive
Archive
Executable
Mach-O
Mach-O
Mach-O
Code
Movie
mov file
mov file
AppleDouble
Mach-O
Java

Plist

Java

A, B and C strains
Mach-O
Mach-O
Unknown
Unknown
Mach-O
Script
Script
Script
Script
Unknown
C+

File

Plist
Mach-O
Plugin
Script
Script
Script
Script
Script
Script
Script
Script
Script
Script
Script
Script
Executable
Script
Script
Executable
Plugin
DMG with Installer
Install pkg
Install pkg
Install pkg
XML
Script
Install pkg
Plugin
Install pkg
Install pkg
Install pkg
Install pkg
Script

C+
Mach-O
Mach-O
Application
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O

DMG with Application

Archive
MP3
Script
Script
Script
Script
Script
Application
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Java
Executable
Mach-O
Executable
Plist

Script
Java

Java

Java

Java

Java

Java
Mach-O
Application
Executable
Application
Application
Application
Java
Mach-O
Script
Script
Script
Script
Mach-O
Mach-O
Mach-O
Mach-O
Install pkg
Executable
Mach-O
Mach-O
Mach-O
Archive
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Install pkg
Mach-O
Mach-O
Mach-O
Executable
Mach-O
Mach-O
Mach-O
Mach-O

3 Applications
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Application
Mach-O
Install pkg
Application
Application
Mach-O
Install pkg
Application
Application
Install pkg
Application
Application
Install pkg
Install pkg
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Executable
Mach-O
Mach-O
Java
Mach-O
Mach-O
Mach-O
Java
Mach-O
Extension
Application
Application
Install pkg
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Script
Mach-O
Mach-O
Mach-O
Mach-O
Java

Java
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Archive
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Mach-O
Install pkg
Mach-O / Java
Document
Mach-O
Mach-O
Mach-O
Install pkg (VLC)
Install pkg (UnrarX)
Script
Directory
Mach-O
XML .cupsd
XML

XML

XML

XML
Mach-O
Application
Mach-O
Application
Mach-O
Mach-O
Mach-O
Application
Application
Mach-O
Mach-O
Mach-O
Mach-O

Archive & Application

Mach-O

(Linux) Executable
(Linux) httpd

Text

archive

archive

archive
Application
Mach-O

MD5 Hash

4d09a08a15cfd36e6fcdeb7ec52c17fb
80753666a54a8ae97bd6ed3a4e2f3702
€e89947d715751bc66185e24e0cfb533
e747abf717cd6627dde85e1da8c0585d
abe2b2b8f214b1322f589804a6e300f4
3fd755673c2a43f0d3ffbdbc710df75a
33757d80f452a3ce8f1b9515bc7dect5
a8e8c941fd63d6559d567b70a21f0e6bf
eed46cecOaa5fbd68a21e469c23e84794
f47c008838f4a7917dbcc601815288ef
de479f6c77e388d2b91480066385e674
9d6150f9deac83c0b3be62e0e07a1526
2f49d4ed817ee48ff97b3b8fdf96936e
0b561739c26427731608ffdb70de470e
6c43feb97eb90d37dcdb9e8809e9c08d
4d88ce2a44718703f5de06a26c26349a
0754da510fa4c03acff9192131e86e
f38c9e07b260e6a742ad369503e0a92f
dff30f31686d91845c71b9f2672c20a9
5b14157f62532322e9b11f1165a01617
1144cb8b116ad8b126398ecd221a3f67
81e7a8b978ac7f263989566a58d88b4
1¢1981e0d9ee875bb981bb713d666489
fcc14199d2971a766251b3dab38a12a4
f9e5063b6dd5c88c6fc945c47bd4f96d
2c25908053ecc1474d2fb2c530eabcfa
9900fdf2831852d7b3c76e9bb12164db
ac6f6e10b0460616218d02b28e6f8aa2
0b6763926aef60d45c97deec308ede05
52688782f6ce02b54bfe162e08125723
36fdd7f27cff53c797365ecbd12abada
2865e10abed988ef6f2193e8d2fbc038
34a62a5510c45a798575ae1302778cd4
b3ea53bd91c06503d2cf9e234bc90a00
25abab798be23e59f722ae423964a435
13a2f9ebdfd96fc98950d310797e702d
2990ba1fab9e3005b4b41b9a2dbca344
9367d81a2ee78d6b607a783e8d386df5
bf3253eb8e06a5b5fc761d7bb95cof2f
5e6931b68040606a3d91a6746c9d13f7
16d184a572a2774dd6150b1d22575121
988e30664daa85b5f42698cc8a619542
a1d9d32b7636b0dde527d61250ec8686
8fb54c7c90fca990b6b0070dad733008
09fe0f23b2827e4a4e38cdedce7aeaed
42e59838d63d46748d539529e7ba05ab
56c680ad56da125bbc9c78f91905d729
5a567561b5e3b79cd63c297b842ac07a
d41c619c3bf249bdfe5f93005aaed526
fb79a75a6152ef47bbf88ae8544545cc
5d0296bbe177024323b64€a9c896b012
d7ddf72d17f889c2c5b302ac0a5fbdc5
12f32eacbb3cd2c5623ee6976a51913a
14fd2fc976209f5231065820bf15c9e9
27a9d429c02afa2295e5116d0c51d2de
40ab4d3599412270d6495fcfd36973c5
41a3c38acf57e12a8a55350b87728710
332e27fd0824e0b6676fd2693cf5a67a
6971414829cb496e4b972c46a56d5522
cOadbed745ab8c3fc2c784816ea32735
c9d141b2643526acd0féefa127b3017d
fd4ca7b7714f031aeaafcbc54487807a
692282f7a29093cef1e758bbe78d6cce
d106e7eaf129d7e2924181cf279ec43b
f1¢11d17bd008504b9c92714de7b02b8
56cb64220dc0248b57649ba1fc6956a1
0c485593b9ff0b73bc87146c80aabb13
448f0f0d612118d2445993846c867f65
Oada1a573b3ced4ec48e6d4b700713016
3a33d6b7bf27{44f597813ab29dc6b94
0058d4afba8af433afc266c0b5120a48
589bd5b743c9169f0b70116ed7b3339%e
5291beb71cba2c5779119bff7a10abdb
fae432c0b8b0add6d44dbc7ea61bcd50
4f31242261cb5c729c4587f6bccf757¢
fed713cac7012d25f60b236e6ddcf513
20df95e057ceb98c77bd6a985451f33d
4df94421¢173d94f62a4138ab1b4028f
ecbdd0b3ea79816df169ade0a33ec3df
4df94421¢c173d94f62a4138ab1b4028f
9c4fa88c639e4a072a330b990f9d6695
54bd586c6cd4f9e8952251862d4b12fb
927cfc79088bf4e8611209a7cacdda98
4836cc480796386ed6929c38e5aad525
ae26d4575a9435cb6ede32522a0daled
bac67dcace732e3679ab536c0b3635f9
e1431db65ded110f718a1f438e2918db
514cf39¢c2f8246376bc50c1f5ebe15e7
3b8224db1b5c325c6ac4587a528a5490
df464de7a6eb04feb95504d74f7505da
95872b0bdf3577438e05278bc4ab6d3f0
8c602a423655f92bd41019dd75a61ed9
1c73ecbfe785cc6f1200c2b4106¢19fc
046af36454af538fa024fbdbaf582a49
4c9e7ee7c0f5¢c19c68b45cabec81f8d62
795bac47e9530367a990c869a86cddad
e34ba325f3eeb8df07a09ee9fbf1071d
9754ac8f19a2a73e72503032c3444b05
€55660dd5¢2335bc7100ad74ed02e7fb
7ae2bd88618f90de02dc48f8cd0dfédc
bce515b38e2051c0914323e49ff95376
5a277e8ffa0a8f73a62ce94ec335e640
a0a55d40fea0964297e15e154ec6b05¢
a5aa2b08ba30757770a93af9ff818d91
1f502138221fe37d4a4d824aac2f635d
6de626db2972fa8f470263314afffac5
09e5cc1cf67¢35232fd15a8dc91d5279
36a00754b20e62ee8acab3d8fb87861a
ac3782d4fac4c2064adf3742393bf567
d70b00df80613ed96c7bd0d6e1129ad7
547070bfa4ab9f4d466a5c60787ac93a
1cae757de485f85d158a7485c6b1153f
6dcd8cf9009621ad7b00ff8dde0c1040
612c3e81bd8716e96321496338b5a116
c98ae54f4be1082b4e82548d7511077¢e
cc33c95c59372afca60a0552a58d0ef8
ea3e8106c9b36ael11ad26e7da1d389ce
7bc5fa5af510311402af2c3d557b6f0f
417369b713f1a5f3a3dc0daf76bdcfd6
cc206dc7cd5c067aa230bc029f28a92d
ee2ba586232007fa41703eb120ac7408
08974e487d96edbdf806e7f94409c25b
52999be4a941ea13ce81a35d772e5615
4d8f71eb64867f4c8fba325ec5d17497
7daaaa7f79e515f8b49d3aalceb7219c
7f6f1158eb0665baf045c8f1de1d1fa7
9fcfe8ef92f51f1c29a26e1516ef7003
41c83679afaOb1e370108f3d0b7e130e
57f49dbd71458efe78450cc6863dbf8a
81d2ff3f92c7a940f4de6e39c0453e81
434c675b67ab088c87c27c7b0bc8ecc?
3752aef2a96eb41badfed08c53f6b930
401951db4ecd352236d97c85ce7c643d
681880a4782cad0d55a0ff174e57bd3c
5951904db2ceca72d24c8e9eb5691f77
abc8bd0d0faf61a510af64c9cfe2ad24
b75db5f524d8435926901c37a86383b4
€898cde665db8d62feab34c28e284139
€2819c3c183bbf7547cf76c6a004eal5s
d03dc017313eb04918075b58c6e61f38
d844038109a081272e1544ab0846740b
f1cebb71e869da09ed596bec01a5¢cdd5
042ae1e734967251b18b0654e7eeeca8
2d84bfbae1f1b7ab0fc1ca9dd372d35e
7dbala178662e7f904d12f260f0fff3
9ccc685f4d95403848ca24d9b8003b5b
9d2462920fdaed5e360875fb0cf827 4f
9e34256ded3a2ead43f7a51b9f197937
22b1af87dc75a69804bcfe3f230d8c9d
82d8c9cdd6bbdc4fce295fbc274cc3434
69650f4692adf50f588146ffc5db6284
390208b186¢cf0a60c5d6adce1907e48a
d829a6b9c258b617e69e4b3f6b1c8b1a
db6524173ff36c0103256a61fc408ddd
e00a280ad29440dcaab42ad093bcaafd
fedaefe0ad416192a1a6916f8fc1ced84
21f3ae0c1e440d9688865167234aeed5
502a090d17f6368fb2421238e7f87bbe
739bbb83ba1b41246d3aa59eb062e492
5291e6ea358876f4a7e841d0fabdeb72
10446fb396c54c2055d9a2f0759b5ach
be3040c13156bf6687ae8b8318ff88f2
c785daff57a4c9049042f6bda2669961
1b8012d3559fb35c60ec4aad41dbaaab
49b591d808ee2a37bb084f3701€9a829
851758fd058ef4d0ee45194d39f6900f
4790f1ea8c6770c96cbb36d74dafal19
601077358d1ce08c00d32fde9545acef
1703a8e35d8b19ad01cdac1b5901337¢c
b2356c47afd9c8940329e19a42351b50
7b83b61b762978abbaec17d9de7ccabc
5e11f41e2256¢c39bb27152eb20bd5cc3
c515ff803017b8cb633345faed758498
e1c061c5c8d54b61537c563faa62f11f
3ecd2cf623d983adcd9e175eeefe38df
debb03ea54bfe8e6262a1582ebba7420
1b22e4324f4089a166aae691dff2e636
04bbda5b11fa0fd3c767caf4719d6a4d
6f055150861d8d6e145e9acab65f92822
42¢112036e319ed8df0f55¢7f4c0da85
59fe83e0ae12e085e0fa301eccab776f
46523a1af354777b0adcbed6fedf8d79
acec5f00057d3ec94849511f3eddcb91
faab883598c8c379acfd0b9dccc93d0c
5415777db44c8d808ee3a9af94d2ada7
1aba8219d6b35a23dd883db86f79838e
39ad835c616a3167d50f57503176b60d
c6cab071907a9b6e34e1c99413dcd142
4990b31ddc3163e6162973b1d1cc314d
74812c7b6e0a55347284abfa7d5670bf
1c5ae9f1dd9fe6f506eaabd382925ca8
bef3fbad899f7f27ed013e4420d50319
b4ece10d1e706b87b065523a654d48a7
3d8fc2f65df2bd4429667b885275e700
5d04d430c2e6e8037d8e997783202b95
6e5df1a4e4f165c0c496f5758b0bcd63
620da7c565fe69e16ef1bea70afb14a3
19463d2994ccb352989c9a442d4cd6ab
68078cbd1a34eb7be8a044287f05cce4
ac99ace403d31c7079c938f9b0fd0895
acc2b4a595939f17f7d07de2cf75cdc8
€432e9c6b1bdd9e6223884fbf986ch39
e731821b3c1e24197a76f5ce46114f52
f68ace39766f3e5184d3e9441c34b95d
f8645f237411cb237fdf3091940d9813
5c181e7608a99fcf1839dd5fb50b31e9
0b4bb665a4c9bd59bd2b70f8a81393e3
4f138650600923b6abceeb3f165f27¢c5
7bcdd1e241dd37d10ccbafddd066b31f
96ab0dfa84514c7bf0f2ec303c92bdb3
7193f0b9dcc9a2332f96419677d07e2d
a3de84800f0ea5ae987db88912261129
b8b6dac747bbccbf1e2bfa66dd9511bc
de9e0007acac8c0356f6e435aab5b8e4
e88027e4bfc69b9d29caef6bae0238e8
50d4f0da2e38874e417bd13b59f4c067
a91012e1727cbd7db9a5dce65b4859¢9
b56ad86a4bacef92ef46d36eabef6467
c3b48db40cf810cb63bf36262b7c5b19
d048f7ae2d244a264e58af67b1a20db0
4db0ffbbdbfc7d565cdf0e8b40740f64
78f9bc441727544ebdc8374dada48d3f
7c8aae866157a4c804a9f90a174723c4
93a9b55bb66d0ff80676232818d5952f
3aacd24db68045150992147924ed3811
40c8786a4887a763d8f3e5243724d1¢c9
46c8ca78af43012388936345336d203b
59085a026f138b8658c96e0dfd4d96f5
193113f99f447c9451f573ccb5d508a
a4af38285fc6c0684dd8448e3fa904e9
bd3c91a2acd82f212be7dde2dd22c112
6483d551bfff72ef2c2d278753df37c6
799de1a3402ef0c7688110eb70824984
f4cbfe4f2ddf3f599984cf6d01c1b781
544539ea546e88ff462814ba96afef1a
b0959599d224d9e3bc04b52f47385d21
dc18505b7d606c542b1cf3cb01db9d35
cadb5b21bf434df66f947bc874af2125
eOfb1a464afba91fdead2fc25135fa73
4d32c8fb4960e381f0fc2118891c1083¢
bbb690c7e304dc074bc80a22f7da9357
Oec55685affc322a5d7be2e9cal1f9cbf
7fe4149b82516ae43938de6b8316ed84
d3f151b246deb74890c612606c6ad044
2e35b9a683ccc2408fef5cab75abf0e6
34cee92669e0c60a9dbafae7319f49db
f419dfb35a0d220c4c53c4a087c91d5e
fofabd1637d190e0e0a5c117c71921fc
95a232dc1efd4f6b6e779790250a2bf6
d43dec59fa8e6629ff46ae9e56f698d8
947573f0c2701f46961224b95f846f54
b3d49091875de190f200110c2f2032d4
2e5345da904bba1c116b818fc9d5ab8f
39faa22eb9d6b750ec345efcbh38189f5
9ffbd877d6e8fd68127b84a075bdc62d
28e92f1be9a74ea7alf7a776d976ee76
7505197b6b30d5800ffdc4427576780c¢
el1c6calel3515a5e977dc9175cdb229a
6b06baec43171a3f1c6ac9c3fb143a06
d19b484a31b6cbe1b9b41cb6046€0172
58cc4dce7adal5f3ef79194e089d1839
3aa9c558d4d5f1b2a6d3ce47aa26315f
1785109e71a8f6eb6fb1ba7cce7c51e6
a0612ddd0737650b0d22033569f282b6
eicar
3ab6cdc21c4623f19700fb1bb2d4fc949
127809831555a89c440eb73a328eb299
b70ae555d08242a449218bb1412b48b4
f7fb8d045bb3d02aabfd2c25f58e92e6
4f3baf54bf0fe2cb481654769cf3204d

Sophos 8.0.14C
Free

Avast 7.0 (38501)
Free

Panda Antivirus 1.4 (72) - 1.5 (74)
$49.99

Actively Tested (Immediately as significant updates and samples are available) (80% or higher detection rate)

VirusBarrier Express 1.1.6 (79)
Free (App Store)

Intego VirusBarrier 2013 10.7.3
$29.99

Avira 1.0.0.64
Free

ESET 5.0.108.0
$39.99

Kaspersky Security 13.0.2.458
$39.95

Dr Web 6.0.3 (201204200)
€26

MacKeeper 2.5.1 (304)
$89.95

F-Secure 0.1.11361
€29,99

iAntivirus 1.1.4 (282)
Free

ProtectMac 1.3.2
$44.99

Norton 12.5 (59)
$49.99

Bitdefender (App Store) 2.21
Free

BitDefender 2.30 (2.30.5075)
$49.95

Webroot 8.0.3.182 : 104
$39.99

Regularly Tested (Monthly if new samples or updates are available)

ClamXav 2.3.6 (274)
Free

Intego VirusBarrier X6 10.6.17
No longer for sale

Will be excluded soon

Trend Micro Titanium 2.0.1279
$29.95 (possible discount)

eScan 5.5-7
$29.95

McAfee Internet Security for Mac
$79.99 (Consumer)

McAfee Security 1.2.0 (1549)
$109.65 for 3 Macs (Business)

Dr Web Light 6.0.6 (201207050)
Free (App Store or download)

MacScan 2.9.4
$39.99

261/270 (96.6%)

253/270 (93.7%)

251/270 (93%)

246/270 (91.1%)

245/270 (90.7%)

245/270 (90.7%)

242/270 (89.6%)

242/270 (89.6%)

241/270 (89.2%)

239/270 (88.5%)

231/270 (85.5%)

220/270 (81.5%)

220/270 (81.5)

193/270 (71.5%)

185/270 (68.5%)

182/270 (67.4%)

178/270 (65.9%)

164/270 (60.7%)

178/270 (69.3%)

123/211

164/270 (60.7%)

173/270 (64%)

97

143/270 (52.9%)

143/270 (52.9%)

86/211

17/270 (6.3%)

XProtect Norton 11.1.1 (2) Trend Micro Smart Sur. 1.6.1101 McAfee VirusScan for Mac 8.6.1 McAfee Virex 7.7 (163) Magician 1.4.3 Vipre 1.0.51 Mac Malware Remover 1.1.6
OS X’s Built-in ‘protection’ As of $25 on Amazon No longer for sale Discontinued Discontinued Free Discontinued Free

10/211 182/211 127/211 100/211

Engine: 3.43.10 SKU: 21183199
Threat data: 4.89
Protection: 5023861

10.6 Snow Leopard version reads

Signature: 11.08.25-01 (default) Defs: 2013051602 (on 05.20.2013)  Version: 10.7.3 (579)
Signature: 13.05.16-01 (latest on 05/20) Defs: 5/16/13-2 (on 5/20/2013)

Powered by Intego

VDF: 7.11.28.174 - 7.11.80.30
Engine: 8.2.10.54 - 8.2.12.48

Update Module: 1041 (20120430)
Scanner Module: 1392 (20130516)
Database: 8354 (20130520)
Archive Module: 1166 (20130418)
Clean Module: 1069 (20130508)

identical. Verified by test. verified.

Version: 1.1.214829.106
Database: 687

Version 2.21 (2.21.4959) Version: 2.30 (2.30.5075)

Scanner: 2.30 (2.30.5041)

Intel 10.6 - 10.8
PPC 10.5 only

Engine: 9.7.1001 - May 21, 2013
Pattern: 9.949.00 - May 30, 2013
Core: 2.0.1103 - Not updated
Pattern: 1.403.00 - May 30, 2013
Client: 2.0.1279 - Not updated
Toolbar: 2.0.1289 - May 21, 2013

Sig: 30/05/2013 Version: 1.6.0.0 (1126)
Engine: 5400.1158
DAT Version: 7089 DAT Version: 7090.0000
DAT Date: 5/29/12 DAT Date: 5/29/13

Same malware scanner as McAfee Security 1.2.0 just bundled in a

Version: 9.2.0 (4692)
Engine: 5400.1158

Version: 6.0.6 (201207050)
Records: 4039416
Update 5/21/13

Engine: 2.9.4

Spyware: 2013008 - May 21, 2013
Blacklist: 2013005 - May 1, 2013
(last update/scan May 30, 2013)

These applications are either discontinued and/or perform very poor so they are excluded from future tests.
The applications were included in the first test to show their current users how their AV is currently performing.
If there are still users out there that use these applications | strongly suggest moving on to a better product.
At this point | recommend using Sophos for both Intel and PowerPC users as an alternative to the excluded

Though these versions use the same database the results are slightly ClamXav (OS X 10.4) 2.2.1 (249)

from the same database, results are the results are slightly different. The results have been re-checked and uses the same database so the same applications.

scan results. different product. As they apparently use the same database it should
not matter which one is used for malware protection. These applications were last tested in May of 2013.

Traces Found: (online sources and virus scan results combined, indication) Samples marked in grey were acquired after the testing of these applications stopped.
/Applications
(part of Okaz / Chatzum)

(part of FkCodec / Codec-M)

(part of Imunizator / MacSweeper)

/Applications/ChatZumUninstaller.pkg

/Applications/Codec-M.app

/Applications/Imunizator.app

(part of Imunizator / MacSweeper) /Applications/MacSweeper.app

(part of MacDefender / Protector) Applications/mdDownloader.app

(part of MacDefender / Protector) /Applications/MacProtector.app

(part of MacDefender / Protector) /Applications/avRunner.app

(part of MacDefender / Protector) /Applications/dShield.app
/Applications/DSC08387.app
/Applications/DSC08511.app

/Applications/DSC08381.app

(part of Imuler / Revir)

(part of Imuler / Revir)

(part of Imuler / Revir)

/Library
part of Okaz / Chatzum)
part of Okaz / Chatzum)

( /Library/ Application Support/SIMBL/Plugins/SafariOmnibar.bundle
(

(part of Okaz / Chatzum)

(

(

/Library/Internet Plug-Ins/zako.plugin

/Library/Internet Plug-Ins/uid.plist
/Library/ScriptingAdditions/SIMBL.osax
/Library/LaunchAgents/net.culater.SIMBL.Agent.plist

part of Okaz / Chatzum)

part of Okaz / Chatzum)

(part of FkCodec / Codec-M)
(part of MacDefender / Protector)

/Library/LaunchAgents/com.codecm.uploader.plist

/Library/Receipts/mdinstall.pkg

(part of MacDefender / Protector) /Library/Receipts/Ispavid.pkg

(part of MacDefender / Protector) /Library/Receipts/macProtectorinstallerProgramPostFlight.pkg

(part of MacDefender / Protector) /Library/Receipts/macprotector.pkg

(part of Okaz / Chatzum)
(part of FkCodec / Codec-M)
(part of FkCodec / Codec-M)
(part of FkCodec / Codec-M)

(part of Imuler / Revir)

/Users/[USER NAME]/Library/Safari/Extensions/ChatZumBar.safariextz
/Users/[USER NAME]/Library/Safari/Extensions/codec-M.safariextz
/Users/[USER NAME]/Library/Application Support/Codec-M.safarixtz
/Users/[USER NAME]/Library/Application Support/codecm_uploader
/Users/[USER NAME]/Library/LaunchAgents/ScheduledSync

/private
part of Okaz / Chatzum)
part of Okaz / Chatzum)
part of Okaz / Chatzum)
part of Okaz / Chatzum)
part of Okaz / Chatzum)
part of Okaz / Chatzum)

/private/tmp/chrome_installer.py

/private/tmp/Chrome.crx

/private/tmp/Postinstall_Postupgrade.py

/private/tmp/report.sh

/private/tmp/chatzum.xpi

(
(
(
(
(
(

/private/tmp/moveit.sh

(part of Imuler / Revir) /private/tmp/Spotlight

(part of OpinionSpy) /private/tmp/poinstaller

(part of GetShell) /usr/bin/mac1

(part of Okaz / Chatzum) /.fseventsd/00000000001a0016

0/34 traces found

35 Applications tested 15/34 traces found 19/34 traces found 4/34 traces found 22/34 traces found 21/34 traces found 13/34 traces found 14/34 traces found 5/34 traces found 12/34 traces found 12/34 traces found Unable to test in VM 11/34 traces found 11/34 traces found 10/34 traces found 11/34 traces found 6/34 traces found 3/34 traces found 11/34 traces found 9/34 traces found 7/34 traces found 8/34 traces found 6/34 traces found 5/34 traces found 6/34 traces found 6/34 traces found 3/34 traces found 0/34 traces found Unable to test in VM Unable to test in VM Unable to test in VM Unable to test in VM 3/34 traces found 0/34 traces found
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