Malware Family (by year) # Malware Sample Type Sophos 8.0.14C Panda Antivirus 1.5 (74) Avast 7.0 (38501) Dr Web 6.0.3 (201204200) VirusBarrier Express 1.1.6 (79) Intego 2013 MacKeeper 2.5.1 (304) Avira 1.0.0.64 ESET 5.0.108.0 Norton 11.1.1 (2) iAntivirus 1.1.4 (282) Webroot 8.0.3.182 : 104 ProtectMac 1.3.2 ClamXav 2.3.6 (274) Norton 12.5 (59) Kaspersky Security 13.0.2.458 Trend Micro Smart Sur. 1.6.1101 Intego VirusBarrier X6 10.6.17 Bitdefender (App Store) 2.21 BitDefender 2.30 (2.30.5075) Trend Micro Titanium 2.0.1279 eScan 5.5-7 McAfee Security 1.2.0 (1549) Dr Web Light 6.0.6 (201207050) F-Secure 0.1.11361 MacScan 2.9.4 XProtect
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OS X Keylogger
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VDF: 7.11.28.174 - 7.11.75.172 Database: 8294 - 8329 (20130513) Engine: 9.700.1001 - May 13, 2013 Version 2.21 (2.21.4959) Version: 2.30 (2.30.5075) Engine: 9.7.1001 - May 5, 2013 Version: 9.2.0 (4692)
Engine: 8.2.10.54 - 8.2.12.32 Pattern: 9.915.50 - May 13, 2013 Pattern: 9.917.00 - May 14, 2013 Engine: 5400.1158
Controller: 1.1.2054 - May 13, 2013 Core: 2.0.1103 - Not updated DAT Version: 7064.000
Client: 1.6.1101 - May 13, 2013 Pattern: 1.399.00 - May 14, 2013 DAT Date: 5/3/13
Pattern: 1.399.00 - May 13, 2013 Client: 2.0.1279 - Not updated
Toolbar: 2.0.1289 - May 5, 2013
Traces Found: (online sources and virus scan results combined)
Okaz / ChatZum (2013) /.fseventsd/00000000001a0(

/Applications/ChatZumUnins

/Library/ Application Suppor

/Library/Internet Plug-Ins/zal

/Library/Internet Plug-Ins/uic
/Library/ScriptingAdditions/S

/Library/LaunchAgents/net.c
/Users/[USER NAME]/Librar

/private/tmp/chrome_installe

/private/tmp/Chrome.crx

/private/tmp/Postinstall_Pos

/private/tmp/report.sh

/private/tmp/chatzum.xpi

/private/tmp/moveit.sh

GetShell (2012) /usr/bin/mac1

FkCodec / Codec-M (2012) /Users/[USER NAME]/Librar
/Users/[USER NAME]/Librar
/Users/[USER NAME]/Libran
/Applications/Codec-M.app

/Library/LaunchAgents/com.

Imunizator / MacSweeper (2008) /Applications/Imunizator.apg

/Applications/MacSweeper.c

MacDefender / Protector etc (2011) Applications/mdDownloader

/Applications/MacProtector.

/Library/Receipts/mdinstall.g

/Library/Receipts/Ispavid.pk

/Library/Receipts/macProtec

/Library/Receipts/macprotec

Imuler / Revir (2011) /Applications/DSC08387.apy
/Applications/DSC08511.apy
/Applications/DSC08381.apy
/private/tmp/Spotlight
/Users/[USER NAME]/Libran

OpinionSpy (2010) /private/tmp/poinstaller
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